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SUBJECT:  Security Classification Marking Instructions

This directive-type memorandurm provides interim guidance on
changes to DDoD Regulation 5200.1, “Information Sccurity Program,” dated
January 1997. Sharing information at all levels of classification and control
is more impottant now than ever. In support of homeland securily and
coalition warfare we have an increased need to share data with our foreign
partners. Our ability to share in a timely manner will determine our ability
to feverage our unmatched capabilities. In order to accommodate new and
rapidly changing demands to share information and to handlc it in a secure
electronic environment, information that has been determined releasable
through established foreign disclosure procedures to foreign nationals,
international organizations or multinational forces shall be marked
“Releasable to USA with the applicable country trigraph, international
organizations or multinational forces tetragraph”. This will enable
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clectronic identification and isolation of the data. The “REL TO” control
marking was previously only for use on intelligence information, but is now
authorized for use on all classified defense information. The marking “Not
Releasable (o Foreign Nationals” (NOFORN) is still only authorized for use
on intelligence that requires originator approval before being disclosed. The
use of NOFORN ts governed by Director of Central Intelligence Directive
6/7, “Intelligence Disclosure Policy™ and is used to identify intelligence
which an onginator has determined falls under the criteria of DCID 6/7,
Attachment B, paragraph C, “Intelligence Which May Not Be Disclosed or
Released.”

U.S. classified information is a national asset to be conserved and
protected and will be shared in a manner consistent with the need to protect
it and ensure the success of the organization’s mission. The challenge is to
realize the benefits of sharing information while managing the risk.

The attached guidance is effective immediately. Please ensure widest
dissemination. DoD 5200.1-R will be updated within 180 days to reflect
these changes.

A AN

Stephen A. Cambone

Attachment
As stated



Security Classification Marking Instructions

1. The “REL TO” identifies classified information that an originator has
predetermined to be releasable or has been released. through
established foreign disclosure procedures and channels, to the foreign
country(ies)/international organizations indicated.

2. Further foreign dissemination of the material (in any form) is
authorized only after obtaining permission from the originator.

3. “REL TO” cannot be used with NOFORN on page markings. When a
document contains both NOFORN and REL TO portions, NOFORN
takes precedence for the markings at the top and bottom of the page.

4. The full marking “REL TO USA//applicable country trigraph(s),
international organization or coalition force tetragraph’ shall be used
after the classification and will appear at the top and bottom of the
front cover, if there is one, the title page, if there is one, the first page
and the outside of the back cover, il there is one. “REL TO™ must
include country code “USA” as the first country code listed. After the
USA, country trigraphic codes shall be listed in alphabetical order
followed by international organization/coalition tetragraphic codes
listed in alphabetical order.,

5. Country codes shall be separated by a comma and a space with the
last country code separated by a space, a lower case “‘and” and a
space,

EXAMPLE: TOP SECRET//REL TO USA, EGY and ISR.

6. Portion marking: Countries do not need to be listed unless they arc
different from the countries listed in the “REL TO” at the top and

bottom of the page. Text which is releasable to all the countries listed
at the top and bottom of the page shall be portion marked “REL.”

EXAMPLE: (TS/REL)



7. If the information is releasable to countries that are different than
those listed in the overall “REL TO” marking, the portion marking has
the same format, but with the specific countrics/organizations listed
alphabetically.

Example: The overall document marking is “SECRET//REL TO USA, NZL
and NATO” however,

however, the portion marking may be: (S//REL TO USA, AUS, NZI. and
NATO) to indicate that the information contained within this portion is also
releasable to Australia.

8. The marking “Not Releasable to Foreign Nationals,” abbreviated
“NOFORN,” 1s an authorized control marking for intelligence in
accordance with Director of Central Intelligence Directive (DCID)
6/6, “Security Controls on the Dissemination of Intelligence
Information.”

9. Countries represented with the ISO 3166 trigraphic codes can be
obtained from the world wide web at fip.ripe.net/is03166-
countrycodes. Intemational organizatons and coalition tetragraphs are
attached.




COUNTRY CODE TRIGRAPHS
(180 3166)

(Last change: 23 July 2003)

AEGHANTISTAN. . o e e e i e AFG CerCH REPUBLIC . ..o . o ... CEE
ELEANLA . e e e ATl DEMMARK . oo o o e e DMK
ALGRRLIL . o e e D7A DJEBOUTT o e e 0JI
AMERICAN SAMOA. ... .. .. o ... S DOMINTCA . o e e e e e M2
ANDORRA . ot e e a e e AND DOMINICAN KEPURLIC. ... ... ....... DM
L AGLD L ey
ANGUILLA . . oo e e e e ATE BGYPT . e, ECY
AN TARCTICA ., e e e e e e e e e e ATH EL SALVADOR. . ... .. o ., SLV
ANTIGUA AND BARBUDA . ... ... ...... ALS EQUATORTAL GULINEA. ., .. .. ... .. ..... GNQ
BRGEITTRA . i e s e et e e e ARG L 0 5 L ERT
ARMENT A . . o e e e e e e ARM B ONTA . e e, EST
ARUBA . . i e e s AW ETHIOPTA . . o e e i ETH
BUSTRALIA . . o e i i e e e e AUS FALKLAND ISLANDS (MALVINAS) ...... FLK
AU T RIA . vt e e e e e it s e AUT TAROL 18LANDS. ... ... ... .. FRO
AEERBATIAN. .. . o e e e e e AAE 0 PJI
BAIRMAS . .. e BHS FINTAND ... e, FIN
BAHRATIN . - .. o e it i e et e e BHR FRAMCE . o e, FRA
BAMGTADESH v v s e e e e e em e e s BGD FRENCH GULAMA. - .o oy v GUY
BARBADOS . e e e e e e e ERB FRENCH POLYNESIR. .. .. ..., BYF
BELARUS . L e e e e BIR FRENCH SOUTHERN THERRITORILES......ATF
BELGTUM . . s e e e e e BLL GABON. .« o, CAR
BELIZE . e e RT.7 GAMBIA . . e e GMB
BENLIN ., . . e e e e, BEN GEORGIA. . o e e e e GEO
BERMUDA e e e e e e e BMU GERMANY . . o e e e DEU
BHUTAN . L . e e e e e e e BTN GHANA . . . GHA
L T T BOL GIBRALTAR . . . o e e, GIB
BOSNTA AND HERAEGOWINA........... BTH GREECE . o e e GRE
BOTSWANA . L i et e e e e e BWA GREENLAND . .« v e e e e e e e e e GRI.
BOUVETDT ISLAND . .ot e i i v s e an s BVT GRENADA . « oo o e e e, GRD
3 BIA CUADELCUPE. .. .o o oo v i GLP
BRITISH INDIAN OCEAN TERRITORY...I1QT GUAM . L GUM
BRUNEI DARUSSALAM......... ... BRN GUATEMALA. . .. e oo .. ... GTM
BULGARI A . it e e e s e et e e BGR GUINMA . e e i e GIN
BURKEINA FASO, ...ttt i v et i nanens BFA GUINEA-BISSAU. ... ... ... GNR
BURUND I - oy v e o et it e v s me e e e anen EDT L N 2 Guy
CAMBOD T A e e e e e e KHM HAITL . o e e HTI
CAMEROON . . .. i e i e i CMR HEARD TSLAND AND MCDOMALD JSTANDS
CANADA . ... ... .. e mm e e e CAN e e HMD
CREPE VERDE . o e e ey e e e e naa e [SYRY) HOLY Skk [VATICAN CI1Y STATE}....VAT
CAYMAN ISLANDS. .. ...t cnaian CYM HONDURAS . .. ..o e e HND
CENTRAL AFRICAN REPUBLIC......... CAF HONG KONG. .. ..o oo . HKG
L TCD HONGARY ., ... oo v o ut e e e e, HUN
L8 = B CHL g B I5L
CHINA, PEQPLE'S RREPUBLIC OF......CHN INDIA . IND
CHRISTMAS ISLAND................. CXR INDONES LA . L e e e e e e e 1DN
COCOS (KEELING} ISLANDS.......... CCK IRAN {ISTLAMTC EEPUBLIC OF)....... IEN
O N 10 e 0 N COL IR e o it e e e e e e e e 1RO
COMOROS . L it it et aaan coM IRELAND. . oo i e, IRL
CONGO . e i e e e e e CoG ISRAEL. ., ... .. Ve N e e e ISR
CONGO, THE DEMOCRATIC REPUBLIC OF N P ITA
08 5 o JAMATICA. .. - ... e e e JAM
COOK ISLANDS., .. e i it e e e et COK JAPAN. .. ... L., e e e e e JPN
COSTA RICA. .. ..ttt ie e CRI JORDAN . . L e e e JOR
COTE D'IVOIRE. .. ... ..t CIv KA AKHSTAN . . e e e KAZ
CROATIA REPUBLIC OF.............. HRV KENYA . e . KEN
L0800 3 CUBR S 1 N KIR




KOREA, DEMOCRATLC PEOPLE'™S REPUBLIT
(%‘...: ........................ i
EOREA, HEPUBLIC OF.. ... .o K
RUWALT . . Lo N
O A < KGA
LAC PEOPLE'S DEMOCRATIC REPUBLIC. LAD
LRTLIA. .. . U ALY
LDERANON . .. e LEN
T O LEO
LIBERIB . L e i e e eaee s LBl
LIBYAN ARAB JAMAHIRIYA.......... LBY
LIMCHIENSTEIN. ... ..., et LIE
LT LN O T.TT
LUXEMBOURG . v v e et e e e e e e vwneas LiJx
MACAD . e MAC
MACIDONLA, THE FORMER YUGQOSLAV
REPUBLTIC OF ..o e e e ME [
MADAGASCAR. . oo et e e e o MDG
MALAWL . . . e e e e MW+
MO LAY S IR . o o o e i e st e e e e e e e MY
MA LIRS o e MDY
MALT . e e e ML1
ML T . o e e e e e ML
MARSHALL ISLANDS . ..t e e e me e MHIL
MERTINIOQUE . . ottt e et n e e MTQ
MAURITANIA ...................... MRl
MAURTTTUS . oy vt e e e ee e ee e e MUS
1 0 S MMTT
MERTICO . & e e e e e Pk
M1CRONESIA, FEDERATED STATES OF..FSHM
MOLDOVA, REPUBLIC OF............ MDA
MONACO. . ... e e e e MCO
12 L2 T 3 - MNG
MONTSERRAT . . oo o e e et e e e e e MSR
MOROCCO . o e e e et e e e e s e e MAR
MOZAMDICUS s v v v v vt s s s e s s s s s s 0 o MOw
MYANMBR . & i e e e e e o e e e e MMR
NAMIBTA. . o e e e e e NAM
NAURU . ot e i e e e e NRU
HEPAL .« o ottt e e e et e e e e e e ieaaas WMPL
NETHERELANDS . « o oo r e i e e e NLD
NETHERLANDS ANTILLES. .. ..vveu... ANT
NEW CALEDONIA. ... ... .. . cceoa... NCL
NEW ZFEAT.ANTY e e e e MZL
NICARAGUA . « oo i i e e e i e e NIC
NIGER . . ot et e e e e e e e NER
NIGERIA. © it e i NGA
NIUF . o e e e e e e e e e e NTU
NORFOLK ISLAND...........¢.cuo.... NFK
NORTHERN MARIANA LSLANDS........ MNT
NORWAY . . e e e e NOR
OMAN . sttt et e e JOMH
L N PAK
I PLW
PALESTINIAN TERRITQRY, OCCUPIED..PSH
PANAMA . &ttt e e e PAN
PAPUA NEW CGUINEA..........ccuv.. PNG
PARAGAY . . i i it e s s PRY
PERU . Lt e e e PER
PHILIPPINES. . o e PHL
PITCATIRN. . ......... e e
POLAND ., |, ot et e e e it et st eemeaens POLL
PORTUGAL . o ottt it e e memannas PRT
PUERTO RICO. . .. i i i i siinnns PRI
CSTHAN SAHARA. oo v e oo FEH
WESTLRN AHM YEM

YEMEN . o o et e Cae

QATER . o i e e QAT
UM TOM ., e oo e e Rel
ROMBIUIE ..o oL
RUSSTAN ERDERATLION. oot .. RUS
BWALDE . © oot R
SALWT HELEMA. ..o o SHH
SETHT KITTS AMD NEVIS ..., .. .. KNA
SATIL TG e e e e 1CR

SALNY PIERRE AND MiQUELON. ... .. S5PM
SATHT VINCENT AND THY GRLWADINES.VCT

SAMOA. ..o W5M
SAN MARINO. ... ... L. SMR
SROCTOME AND PRIECIPE ... ... .. .. STR

UDL ARABIA. ... ... . SARU
SENEGATL . ... SEN
BERBIA AND MONTENEGRO. .. .........50G
SEYCHELLES . . ..o, 5YC
STERRA LEONE..................... 5LE
SINGAPORE. . ..o i et v .. 8GR
SLOVAKLA. .o v o SVK
STOVEWIA. .. oo SVN
SOLOMON TSLANDS. .................5LB
SOMALLA. ... i a i, C L 50M
SOUTH AFRLCA. ... oo oL, ZAF
SOUTH GEORGIA AND THE SOULH

SANDWICH 1SLANDS ............. .. BG5S
SPAIN. ..o o ESP
SRI TANERA. oo e s i i i e e LKA
SUDAN. ... ... L L8N
SURTNAME. ............ ... .........5UR
SVALBARD AND JAN MAYEN........... 5IM
SWAZILAND. . ... ... ... ... .. .....5Wg
SWEDEN. ..o SWL
SWITZERLAND. v vv e e CHE
SYRIAN ARAB REPUBLIC............. SYR
TAIWAN, FROVINCE OF CHINA.. . .. ... TN
TAITKISTAN . ottt i ittt imen e e e TJIK
TANZANIA, UNITHD REPUBLIC OF..... TZA
THALLAND. ..o o . THA
TIMOP-LESTE. . v oo i o s i e i TIL.3
TOGO. o e TGO
TOKELAU. .. viv i i i e TKL
TONGA. . TON
TRINIDAD AND TOBAGO.....vvuuu... TTO
TUNTSIA. o i TUN
TURKEY . . ...t TUR
TURKMENISTAN. ... 0 viiaiien e TEM
THURKS AWNN CAICOS ISLENDGS. .. ... ... TCH
TUVALU . e e TUV
UGANDE. .ottt e e uGa
UKRAINE . ot v e e iiimane it UKR
UNTTRD ARRR FMIRAYHS 0 . hRE
UNITED KINGDOM. ..........c.ovun... GBR
UNTTED STATES .. ..t i it iinnnn et Usa
UNITED STATES MINOR OUTLYING

ISLANDS ... ..o TIMI
URUGUAY .o v e c e e e e URY
UZBEKISTAN. ... i uzB
VANURTU. o ov oo VUT
VENEZUELA. . . oii oo a e VEN
VIET NAM. ... .oona... e VNM
VIRGIN ISLANDS (BRITISH)......... VGB
VIRGIN ISLANDS (US).............. ViR
WALLLS AND FUTUNA ISLANDS........ WLF

FAMBIA . o oo e e ZMB

CTIMBABWE . v oo e e e ZWE



International Organization
And
Coalition Tetragraphs

NATO (North Atlantic Treaty Organization)
AOSC. (Athens Olympics Security Coalition)
BWCS (Biological Weapons Convention States)
CNFC (Combined Naval Forces Central Command)
CPMT (Civilian Protection Monitoring Team for Sudan)
CWCS (Chemical Weapons Convention States)
ECTF (European Counter-Terrorism Forces)
GCTF (Global Counter-Terrorism Forces)
GMIF (Global Maritime Interception Forces)
ISAF (International Sccurity Assistance Forces {or Afghanistan)
KFOR (Stabilization Forces in Kosovo)
MCFI (Multinational Coalition Forces - Iraq)
MIFH (Multinational Interim Force Haiti)
MPFL. (Multinational Peacekeeping Forces — Liberia)
OSAG (Olympic Security Advisory Group)

SFOR (Stabilization Forces in Bosnia)



