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MeMahan, 1,
The fssue in this FOIA case is steaightfoiward - and fascinating
And it 15 an issie of first impression in this Cireuit, and quite possibly anywhere.

in dispute mie five email chains, only partions of which have been disclosed in response
‘o Johnson’s FOIA request,

Fhe CiA's Otlice of Public Aftairs (CIAJOPA) is a padticipant o each of the emails.

it thase amails, CIAJOPA divulged | — . 1
[ |ceitain classified information lo reporters who, as far as the
court knows, we not legally antharized to have access ta that classified information. In response
1o plamiitfs FOIA request, CIA has turned over the reporters® emails to CEA, but not CIA®s
responses 1 argues that the information it is not disclosing is protected vy verous cxemptions tn
FOIA disciosure, »

Plaintif s position is that he iy just as entitled to this informatior: as any other reporte:
now that it has been voluntanty disclosed by CIA to certain members of the press— whao are, in
addrtion, members of the public. Plaintiff does not eontest that the withheld information would
nat be exempt trom disclosure if' it fad not been divulged to his competitors; ather, he arpucs
that C1A has, by disclosing to reporters not authorized to have access to this classified
information, waived its right to rely on the relevant exemptions.
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l Il'-lmails

Four of the email chains concern one ¥ s —l
a
. L 3
. a
5 @

[ )

The information disclosed by CIA/OPA to three national-security journalists, from three
promincat national publications,’ concerned three topics] l
: .

L]

4
i - == Ii’his information will hereinafler be referred to as “the withheld

information.”

All of this informatton is highly classified, as it tends to confirm that| ]
Therefore, all of it would ardinarily he protected from FOIA disclosure under both
Fxemption 1 (for classified information) and Exemption 3 (on the > ground that the National
Sceurity Act and the CIA Act bar disclosure] l

Nonetheless, it is undisputed that CIA disclosed the withheld information to the theee
Journalists.

The information was allegedly divulged pursuant to a program or practice al CIA that

. L]
L]
a = .

! Siobhan Gonnan from the Wall Street Jonrpal, David tgantius from the Washingion Post, and Scort Shane from the
New York Times. Govt. Memo at 2, Sun Decl, Bxs, C-(i
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; i gather
that the program or practice is no longer operative, or has at the vm*y Ieast been modified, albeit
in ways that have ot been disclosed to the court,

In this particular case, senior CIA officials authosized the disclosure of classificd
information to reporters who were not cleared to receive iff | -

CIA’s position is that its side of the email exchanges—in which it)
&mnot he furiher dxsclosed

AH that is undoubtedly true, but it is beside the point. The issue for the court is: has CIA

waived the right to rely on Exemptions | and 3 by selectively disclosing classified information
| io certain “trusted™ reporters,

aif

The fifih email exchange was between OPA and Sicbhan Gorman of the Wall Street
Journal.

[ . ]
[ - ]

CIA/QPA’s side of the cmail exchange would, if disclosedf H
L — |
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Again, the justitication for why the CIA shared confidential information with the WsJ
reporicr, while interesting, appears to be irrclevant,

The issue is whether the CIA waived ity ri

| ght to rely on otherwise applicable exemptions
to FOIA disclosure by admittedly disclosing info

mation sclectively to one particular reporter,

Standards for Summary Judgment

Summary judgment is the typical method for disposing of cases challenging a
Government ageney’s FQIA vesponsc. See Center for Biological Diversity v. 115, Marine
Corps , No. 00 Civ 2387, 2003 W 26121 134, 26 *3 (DDC Aug. 21, 2003) (citing Fed R.Civ.D.
56(c); McGehee v, Cl4, 697 F.2d 1095, 1101 (D.C. Cir. 1983); Founding Church of Scientology
v. N3/, 610 F 2d 824, 836 (D.C. 1979); Natl Cable Television Ass'n, inc. v. FCC, 479 F 2d 183
186 (D.C. Cir 1973). In this case as in any other, the standards applicable to a motion fo)

summary judgment outlined in Fed, R. Civ P 56(c) and Anderson v. Liberty Lobby, c., 477
U1.8. 242, 247-48 (1986) arc applicable.

A districet court reviews the agency’s FOLA determination de nova, Wilner v NSA, 5N 1
3d 60, 69 (2d Cir. 2009); see also 5 U.S.C. § 552@)(4)(B). Exemptions are to be narrowly
construed, and all doubts as to the applicability of the asserted FOIA exemption arc to be
resolved in favor of disclosure, Halpernv. FBL 181 F 3279, 287 (2d Cir. 1999); Wilker,
supra., 592 ¥, 1d al 69,

An ageacy resisting disclosure of records responsive to a FOIA request bears the burden
of demonstrating that the asserted FOIA cxemption applics. Wilner, at 68-69 [lowever,
affidavits or declarations. . .giving reasonably delailed explanations why any withheld documents
fall within an exemption are sufficient to sustain the agency’s burden.” Carney v, Dept. of
Justice, 681 I'. 3d 61, 72 (2d Cir. 2012). Summary judgment in the agency’s favor is appropriate
where

.-.the affidavits describe the justifications for nondisclosue with reasonably
specific detail, demonstrate that the information logically falls within the claimed
exemption, and are not controverted by eithey contrary evidence in the record or by
evidence ol agency bad faith.

Wilner, supra., 592 ¥, 3d at 73.

In the national securily context, agency declarations are entitled to substantial deference.
CId v. Sims, 47U LS. 159, 179; ACLU v. Dept of Justice, 681 ¥. 3d 61,72 (2d Cir, 2012),
Nonetheless, FOIA empowers a district coutt to conduet i camera revisw of documents
withheld pursuant to s FOIA exemption (see 5 1).8.C. § 552(a)(4)(13)); although when the
responding agency is the CIA, in camera review of documents is discouraged, and the slatute
directs the court ta “to the fullest extent practicable, detexmine issues of fact based on sworn
written submissions of the parties.” S0 U,S.C. §431 ¢3¢
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In this case, neither deference nor in cumera review is implicated, because the
applicability of these exemptions to the withheld information is not in dispute.

Discussion

CiA asserts that the information it has withtield falls within hoth FExemption One and
Excmption Three to discloswre.

Exemption One 10 FOIA exempts from disclosure vecords that arc “(A) specifically
authorized under criteria established by an Executive Order ta be kept seeret in the interest of
national defense or foreign policy and (B) are 1n fact properly classificd pursuant to such
Fxeoutive Order.” S U.S.C. § 522(h) (1).

Exemption Thiee to FOIA exempts from disclosure records and information “specifically
exempled from disclosure by statwte.” 5 U.S.C. § 552 (b) (3). The National Security Act, as
amended, 50 U.5.C. § 403-1(j) (1), provides that “the Diccctor of National Intetligence shatl
protect intelligence sources and methods from unauthorized disclosure * This is an exempting
statute within the meaning of Exemption 3. See, e.g., American Civil Liberties Union v
Depariment of Justice, 681 F.3d 61, 72-73 (2d Cir. 2012) (citing Larson v. DOS, 565 I, 3d 857,
865 (D.C. Circ. 2009)). Sa is Section 6 of the CIA Act, 50 U S.C. §403(g). CIA invokes these

statutes in this case
{

The applicability of the two exemptions to the withheld informaiion cannet be doubted,
In fact, it is not ¢ven in dispute. There is ample evidence in the record that the information
contaned in the non-disclosed portions of the email chains is propetly classificd, and plaintifl
does not argue otherwise. Nor does plaintifl contest the [act that the matevial he secks falls
wilhin the excmpling statutes.

But the protection of both of these exeinptions can, like any other legal right, be waived.
“Voluntary disclosures of all or part of a document may waive an otherwise valid FOIA
exemption.” Dow Janes & Cao., Inc, v. Dept, of Justice, 880 F. Supp, 145, 150-531 (S.D.N.Y.
1995) (citing Mobit Ol Corp., v. EPA, 879 F 2d 698, 700 (9™ Cir. 1989) and Ashfar v. Depi. of
Stare, 702 F. 2d 1125, 1133 (D.C. Cir. 1983); see also, New Yark Times v Department of Justice,
756 F. 3d 100 (2d Cir. 2014). llere, CIA has admittedly disclosed the information sought by
plaintiff to reporters, and has done sa of its own volition. At first bfush, it would seem that CTA
has watved its right 10 rely on the exemptions.

Of cowrse, for the protections of the exemptions to be waived, the FOTA request must be
tor (1) specific infoxmation, (2} that has alveady been disclosed to the public, and (3) by someone
authorized to make such discloswre. Wilson v. CIA, 586 F.3d 171, 186 (2d Cir. 2009). But the
plaintift sceks only disclosure of the emails that were admittedly sent te other reporters, after
OPA was authorized by senior officials to do so. He has not asked for any other information. So
CIA cannot argue that plaintiff is (rying to obtain information in excess of that which was
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previously discloscd, or that the disclosure was unauthorized. Asa result, the key holding in
Miltrary Audit Project v. Casey, 656 F. 2d 724 (D.C. Circ. 198 [ }—in which the court held that
the fact that “some intoemation about the Glomar Explorer project had been leaked or officially
disclosed by Government officials” did not mcan that “all of it must be refeased in response to’
FOIA requests™—has no applicability here.

Nonetheless, CIA claims that it bas not waived FOIA protection in either of these
mstances. It relics on a single 36 year old case.

In US v. Phiflipi, 655 F, 2d 1325 (1IC Cur. 1981), the conrt was faced with an atlempt by
the CIA to suppress publicity about a notorious project— the Glomar Explorer project, an effort to
waise a Soviet submanne from the ocean floor (and the source of the so-called “Glomar”
exemption, under which the CIA frequently—though not in this case—asserts that it can neither
confirm nor deny the existenee of records relating fo the subject matter of the FOIA request),

The project was exposcd when a handful of armed men overwhehued # guard, slipped
past a sophisticated elecironic alaom system, and buened theiv way into a safe containing a
dacument that described the project. What the court described as “somewhat garbled
informalion about the Glomar Explorer” project “somehow ended up” being published by the
Los Angeles imes. CTA responded to the leak by briefing a dozen or so of the nation’s most
prominent print and clectronic news editors about (he project, in exchange for promises that they
would not publish accounts of the operation- -al least, not until someone else did so. An
impressive list of news organizations agreed to hold the story on that basis, Jack Anderson did
uot. Once he published, everyone did

Reportors then tried to figure out why the CIA “had undertaken the apparently hopeless
task of trying (o hottle up the story once it had reached the American press.” Harriet Phillippi,
Washington correspendent for Rolling Stonc, filed a FOIA request seeking “all records tetated to
attempts by ClA persounel . . . to persuade any members of the news media not to broadeast,
write, publish, or in any other way make public the cvents relating to the uctivities ot the Glomar
tixplorer.” CIA refused to produce any documents, and Phillippi sued. The case wended its way
up and down {rom the district court to the Circuit and back to the district court again; uitimately
CIA disclosed some documenis that were responsive to the request. However, it deleted
“sensitive details” ubout the Glomar Explorer program {rom some released documents. Those
dotails fell into three categories: trauscripts of telephone conversations between CIA Director
William Colby and members of the press; CIA descriptions of conversations between CIA
officials and members of the press; and CIA memoranda recounting conversations between and
among CIA officials. For our purposes, only the first two categories arc relevant. Phillipi, 655
at [327-1328.

Relying lurgely on the decision in Milltary Audit Project v Casey, 656 F. 2d 724 (D.C.
Cire. 1981), the D.C Circuit concluded that Exemption 3 barred disclosure of the information
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sought, because disclosure of the withheld information “can reasonably be expected to lead 1o
unauthorized disclosure of intclligence sources and methods.” Padllipi, 655 nt 1329, The Court
held that disclosure of these “sensitive details™ “might reveal the purpose of the Glomar Explorer
project and the extent to which its goals were accomplished,” as well as impair relations between
the United States nnd “the country that was the target of the project.” Id. Much of the distiict
cowrt’s discussion-—and much of the discussion in Military Audit concemed a particular aspect
of the Glomar Fxplorer case: the possibility that the CIA mighty have invented a “falihack cover
stury” for the project, and that veleasing the documents might tend to confirm whether the
original story, the “fallback cover story,” or some story yet (o surface, was in fact the true story
behind the Glomar lixplorer project. Jd. at 1329-1330. As Plaintitf correctly points out, there is

no “fallback cover story” that the CIA is lrying to proteet at issue here, so none of this discussion
matters 4 whit,

However, insafar as 15 actually rclevant to this case, the D.C. Circuit posited the
following hypothetical scenario involving “. ., the other withhetd documents, those involving
Iranscripis or memoranda reluting to contacts between CIA offictuls und the press” (emphasis
added):

First, there is the obviaus possibility that the American press did not
publish cverything disclosed by the CIA at its confidentiai briefings.
William Colby’s entreatics may have been at least partially successfuf. It
50, this case appears i much the same posturc it would have had Colhy
been entirely successful. For had Colby been successful, a journalist who, .
like the appellant here, had not been briefed, mught have filed a FOTA
request sitular to the one which the sppellant Iitigates here. Such a
journalist could have alleged as the appellants has in the present case that
he merely sought to be treated on an equal basis with the other journalists
who had been given confidential information about the praject He could
have painted out as the appellant has in the present case that the CIA had
provided the infoxmation at issue to other journalists who lacked security
clearance and wha did not promise (o respect the secrecy of the
nformation provided to them,

Phillipi, 655 at 1331, Obviously, the hypothetical posited by the cowt jn Phillipps is exactly
what is gong on here

In response to its own hypothetical, the DC Circuit opined, alheit in dicia: “But such a
hypothetica} FOIA request would surely fail, for Exenuption 3 could be successfully invoked by
the CIA to bar release of the documents requested.” It at 1332,

The cowrt olfered two justifications for this far-from-self-cvident conclusion.
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Fiusy, it saud, “Neither we nor the appellant knows for surce that ¢verything the C1A
disclosed has in fact been printed. . . . If journalists voluntarily and patriotically abstained fram
publishing that information, disclosure of the documents requested by the appellant could lead a
torcign intelligence analyst (o information they (sic] would not otherwise have obtained.” 1.

But the fact that journalists might not have published cverything they were told does not
address 4 waiver avgument. Waiver is the voluntary relinguishment of @ known right. In this
casc, the known right is for CIA to keep the public -all of it every single member- - -fiom
learning certain classified information that might reveal sources and methods. No third partly can
by its actions work a waiver on behalf of the CIA; only CJA can waive it, by disclosing that
which it is permitted by law not to disclose.

{n this ease, CIA voluntarily discloscd to oursiders information that it had a perfect right
to keep private. There is absolutely no statutory provision that authorizes limited disclosure of
otherwise classified information to anyone, including “trusted reporters.” for any purpose,
including the protection of CIA sources and methods that might otherwise be outed. The fact that
the reportess might aot have printed what was disclosed to them has no logical or legal impact on
the waiver analysis, because the only fact relevant to waiver analysts is: Did the CLA do
something that worked a waiver of a right it otherwise had? The answer; CIA voluntarily
disclosed what it had no obligation to disclose (and, indeed, had a statutory obligation nof to
disclosc). In the real world, discloswre fo some who are unauthorized operales as a waiver of the
right to keep information private as to anyone clse.

Sccond, the Phillipe court said:

Without the disclosure of the documents demanded by the appcllant,
farcign analysts remain in the dark ag to the provenience of the
information appearing in published reports. Some of it may have come
from Director Colby and other CIA officials, but ro ane who was not
privy to the CIA disclosure can know for sure which information came
from CIA sources and which iformation originated elsewhere unless the
appellant receives the documents she requests. Release of thase documents
would thus not be as innocuous as the appellant would have us believe.

Phillipi, 655 ot 1332, CIA specifically invokes this aspect of the Phillippi holding hcrcl '
’ .
]

Indeed it would. But the sccond Phillipi justification depends for its force on there being
gome possibility that CIA is only one of several sources for the information sought by the FOIA
regquest. Here, there is no possibility that one “could not know for sure which information came
trotn CIA sources.” The CIA's valuntary disclosure came in the form of an email seat by its in-
house Qtlice of Public Relations; and the plaintift here secks only those craails that emanated
from CIA/OPA - not any other intformation. The Phillipi couwrt’s discussion of possible
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allernative sources v information (which comes in the context of ‘ts discussion of fake cover
stories) i, therefore, entively irrelevart and adds nothing (o the analysis

Astonishingly, the Phillipi court never once mentions the doctrine of waiver in discussing
its hypotheticat, Waiver is the issuc here, specifically: Does CIA’s admuticd selective discloe:ur:}
of certair infortation to some members of the public waive its right to rely on HExemptions One
and Three when another member of the public files a FOIA request seeking exactly the same
formation (the identical emails, word for word) fiom exactly the same source (there heing none
other than CIAY Contrary to the Government's suggestion, Phillipi does not announce that
timitec disclosuie of information (hat the CIA is not supposed to disclose car never operate as a
waver. It does not authorize he Government Lo distinguish between "trusted Joummnalists™ and
ather journalists * 1t sunply does not address cither the facts facing this court or the legal
mplication of these fucts 4t all,

The Governent's memoranda of law in support of its mofion are entirely madequate.
hs apening briet docs nat cven acknowledge what it had fo know was the only issue of substance
i this case; and irs reply brict does not adequately come to grips with the issue of waiver -
notably, the provlems witk: the analysis in Phiflipi, a decision that is both unpersnasive and not
Minding on this cowt. The Govermment's cffort to focus the Court’s attention on the very real
danger tof ) i Jonly underscores the Jack of
wisdom of CIA's risky (and apparently discontinued) seiective disclosure program.

Conclusion

The issue bere is a serious one, und so are the possible consequences 1f the court were to
concintle that CIAs Iimited disclosure 0 sone members of the press opurated as o waiver
suggest, therefore, that the Government go back and treat the question of waiver with the
seriousuess it dessrves. A comprehensive discussion of the doctrine anc an anatysis ot cases
(espectally FOIA cases) in which # was discussed is plainly called for  especiatly aow that this
court has put the Government on notice that it finds Phillipi to be unconvincing. In particular,
the coutt is eager to know whether any other court has discussed the possibility that Hxemption 3
cannot be waved (J well know that HExemption 1 can be, but we have been unable to locate any
case that discusses the possibifity of the non-waivability of Exemption 3). The Gavernment has
4ceess to a libary of national security cases that the court could never lacate; [ would be very
surpnsed 1o feam thit none of them addresses the issue of waiver by limited disclosure, ot,
perhaps, whether the fact that third pasties do not Turther publish the classitied information that
has been disciosed to them has some npact on conducet that would othe svise constitute waivar

The Governmeat has until Janeary 31 to provide the court with a better reply to
it s byief in opposition to the motion. ‘There is no need 10 reiteate the reasons why the
sxemphions apply, the only open issuc is whether they have been waived. | muost give Plamtff an

" | suppose it is posstble Biat the Goverment does not consider members of the press to be paet of “the public " do
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eppormnity to respond 1o any unclassified information iu the Government’s response; it has unti}
February 15.

7 .
This constitutes the decision and %4‘(!): Court. YA

Yo
Dated: January 19, 2018 7 )Z//
{ MC/".

Chief Judge

BY HAND 1O TTIE O VERNMENT IN UNREDACTED FORM
BY ECF IN REDACTED FORM TO ALL COUNSEL,
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