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EXPORT CONTROLS

Improvements Needed to Prevent Unauthorized
Technology Releases to Foreign Nationals in the
United States

What GAO Found

Four factors together may indicate the risk that foreign nationals could gain
unauthorized access to controlled dual-use technology. First, according to
unclassified intelligence reports and law enforcement officials, foreign
businessmen, scientists, engineers, and others have gained unauthorized
access in the United States to controlled dual-use technologies. Second,
during fiscal years 2004 through 2009, Commerce suspended the export
privileges of three violators and fined 14 U.S. companies about $2.3 million for
allowing foreign nationals unauthorized access to controlled technologies.
Third, Commerce’s screening of overseas visa applications for potential
unlicensed deemed exports dropped from 54,000 in fiscal year 2001 to 150 in
fiscal year 2009. Fourth, from fiscal years 2004 to 2009, the United States
issued about 1.05 million specialty occupation visas in high-technology fields
to foreign nationals from 13 countries of concern to work in the United States,
while Commerce issued deemed export licenses authorizing transfers of
technology to about 3,200 foreign nationals from these countries.

Commerce and Immigration and Customs Enforcement (ICE) have not
implemented prior recommended changes to the deemed export licensing
process involving outreach, and Commerce has taken action to clarify a
regulatory definition, but confusion may remain. As a result, employers may
not be aware of deemed export licensing requirements and obtaining the
licenses required. GAO and other audit organizations made two key
recommendations to correct weaknesses in the deemed export licensing
process. The first recommended that Commerce develop an approach or plan
to better inform employers about requirements to apply for deemed export
licenses. However, Commerce still lacks an approach or plan to provide such
information, particularly to small and mid-size companies. The second
recommended that Commerce eliminate confusion by modifying the
regulatory definition that is part of determining when foreign nationals can
access controlled technologies in fundamental research without triggering the
deemed export licensing requirement. In response, Commerce clarified the
definition but may not have eliminated the confusion, as shown by uncertainty
within Commerce over the definition, which resulted in a misunderstanding
with a U.S. agency. Based on guidance from Commerce, the agency applied
for 37 deemed export licenses, which Commerce processed over a 17-month
period before advising the agency that it no longer needed to apply for such
licenses.

Commerce has not implemented GAO’s and others’ recommendations to the
export enforcement system involving monitoring license compliance and
using immigration data for deemed export enforcement. Commerce has not
created a program to monitor security conditions in licenses or used existing
immigration data to enforce deemed export regulations. Commerce, ICE, and
the Federal Bureau of Investigation have also not implemented
recommendations to improve coordination on export control investigations,
including those of foreign nationals subject to deemed export controls.
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Countries posing national security concerns to the United States could
upgrade their military forces with controlled dual-use U.S. technologies—
technologies that have both civilian and military uses. To protect its
national security and foreign policy interests, the United States controls
the export of dual-use technologies having both civilian and military uses
to certain countries of concern.' For this purpose, the Department of
Commerce (Commerce) may require exporters of these goods to obtain an
export license; similarly, Commerce regulations also deem certain
transfers of controlled technology or source code to foreign nationals in
the United States to be exports, requiring companies, universities, and
agencies in some instances to obtain a “deemed export” license before

"For the purposes of this report, we selected 13 countries of concern. We based this
selection on several criteria, including (1) Commerce regulations that group countries by
their level of restrictions and concern; (2) unclassified intelligence reports and discussions
with U.S. law enforcement officials; (3) the ranking of countries by the number of deemed
export enforcement cases from fiscal years 2002 through 2009; and (4) the publicly
reported associations of some countries’ citizens with export enforcement cases over the
past several years. Appendix I more fully explains how we selected these countries. The
names of the countries of concern, while provided in a classified report, are omitted here.
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they can transfer these technologies to foreign nationals.” According to the
2007 report of the Deemed Export Advisory Committee (DEAC), which
was formed to review deemed export policy, deemed export controls can
significantly strengthen national security by preventing foreign
governments or terrorists from acquiring cutting-edge civilian technologies
for military use. However, deemed export controls can have an adverse
effect on U.S. industry and academia by imposing added costs not faced by
overseas competitors.” The executive branch is currently considering
reforms to the U.S. export control regime in an Export Control Reform
Initiative that would also affect deemed export licensing and enforcement.
For instance, in August 2009 the President created an interagency task
force to examine proposed export control reforms, and in November 2010,
signed an executive order establishing an Export Enforcement
Coordination Center to coordinate and strengthen the U.S. government’s
export enforcement efforts, including for deemed exports.*

In prior reports, we identified numerous weaknesses in the deemed export
control system that could allow the unauthorized transfer of controlled
technologies to foreign nationals in the United States. We also made
several recommendations designed to prevent the unauthorized transfer of
such technologies. For instance, in 2002, we reported that Commerce did
not have a program to monitor compliance with the license security
conditions imposed on almost all of the deemed export licenses
approved.” We recommended that Commerce work with the Departments
of Defense (DOD), State, and Energy to develop a risk-based program to

*The Export Administration Regulations (EAR), 15 C.F.R. § 730-774, define technology as
specific information necessary for the “development,” “production,” or “use” of a product.
15 C.F.R. § 772.1. The technologies controlled for export are generally contained in the
Commerce Control List (CCL), Supplement 1 to Part 774,and fall into 10 categories
including computers, chemical and biological substances, electronics, and materials
processing. An example of a technology that is controlled and on the CCL involves certain
fermenters used for growing bacteria and fungi in laboratories. These can be used in the
development of vaccines and medical treatments but are controlled because they can also
be used to create dangerous toxins for biological warfare.

3Accordimg to the DEAC, the United States is the only nation that implements a deemed
export control system and participates in multilateral export control regimes. Other
nations depend largely on their visa processes, intelligence information, and commercial
intellectual property controls rather than a formal deemed export licensing system.

‘Executive Order 13558, 75 Fed. Reg. 69,573 (Nov. 9, 2010).

*See for instance GAO, Export Controls: Department of Commerce Controls over
Transfers of Technology to Foreign Nationals Need Improvement, GAO-02-972
(Washington, D.C.: Sept. 6, 2002).
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monitor compliance with deemed export licensing security conditions. We
also found that Commerce did not screen thousands of immigration
applications from foreign nationals in the United States who may seek
work in U.S. high-technology industries. We recommended that Commerce
use all existing U.S. immigration data to identify foreign nationals who
could be subject to deemed export licensing requirements. Since our 2002
report, the Commerce and the Department of Homeland Security (DHS)
Inspector Generals (IG), GAO, and other auditing organizations have
issued several additional reports that discuss in full or in part the deemed
export control system.®

In response to your request, we have updated our 2002 report on deemed
exports, examining (1) the risk that foreign nationals in the United States
may gain unauthorized access to controlled dual-use technologies, (2) the
extent to which Commerce and other agencies have implemented
recommended changes to the deemed export licensing process, and (3)
the extent to which Commerce and other agencies have implemented
recommended changes to the deemed export enforcement system.

To address these objectives, we examined applicable laws and directives
and obtained fiscal year 2004-2009 data from Commerce’s export licensing
database system. We also obtained fiscal year 2004-2009 data from a DHS
database that documents specialty occupation visa trends.” We chose
these time frames due to concerns about the reliability of data produced
before fiscal year 2004. Based on GAO’s and others’ reports and interviews
with agency officials, we determined that the data were sufficiently
reliable for our use. For the purposes of this report, we selected four
broad “specialty occupation” employee fields: engineering, computers, the
physical sciences, and the life sciences, which generally correspond to
employees working with technologies on the Commerce Control List
(CCL). We chose these fields and not others such as the social sciences

6GAO, Export Controls: Agencies Should Assess Vulnerabilities and Improve Guidance
Jor Protecting Export-Controlled Information at Companies, GAO-07-69 (Washington,
D.C.: Dec. 5, 2006); Export Controls: Agencies Should Assess Vulnerabilities and Improve
Guidance for Protecting Export-Controlled Information at Universities, GAO-07-70
(Washington, D.C.: Dec. 5, 2006); and Export Controls: Challenges Exist in Enforcement of
an Inherently Complex System, GAO-07-265 (Washington, D.C.: Dec. 20, 2006).

A U.S. employer may temporarily hire a foreign national in a specialty occupation or as a
fashion model of distinguished merit and ability by applying for an H-1B specialty
occupation visa, which in general requires the theoretical and practical application of a
body of specialized knowledge. This includes a bachelor’s degree or the equivalent in fields
such as the sciences, medicine and health care, education, or biotechnology.
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Results in Brief

because they include some of the most technologically advanced
occupational fields such as aeronautical engineering. We also based our
decision to include these fields on unclassified intelligence and law
enforcement reports, as well as deemed export data. We quantified the
number of foreign nationals approved for specialty occupation visas from
13 countries of concern using DHS immigration data. We reviewed
Commerce, DHS, and interagency IG reports, and other reports. In
Washington, D.C., we met with officials of the agencies responsible for
reviewing license applications—the departments of Commerce, Defense,
State, and Energy—as well as the agencies that outreach to companies,
universities, and agencies and enforce deemed export licensing conditions
and regulations—Commerce, DHS (the U.S. Immigration and Customs
Enforcement (ICE)), and the Department of Justice (principally the
Federal Bureau of Investigation (FBI)). We also met with officials of DHS’s
U.S. Citizenship and Immigration Service (USCIS) to discuss a change to
their Form I-129 that would require employers to acknowledge deemed
export licensing requirements. In addition, we met with officials of law
enforcement agencies in Washington, D.C.; Boston; Los Angeles; and San
Francisco, as well as representatives of 33 associations, companies,
universities, nonprofits, and agencies in these cities. We selected the
nonprobability sample based in part on an analysis of Commerce’s fourth
quarter fiscal year 2007 and fiscal year 2008 deemed export outreach plan.

We conducted this performance audit from July 2009 to February 2011 in
accordance with generally accepted government auditing standards. These
standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives. Appendix I provides a more detailed
description of our objectives, scope, and methodology. This report is an
unclassified version of a December 2010 classified report.

Four factors—intelligence and law enforcement sources; fines and
suspensions for deemed export violations; a reduced number of overseas
visa applications that Commerce screens; and a large number of foreign
nationals in the United States with specialty occupation visas in high-
technology fields that may have required an export license—together may
indicate the continuing risk that foreign nationals could gain unauthorized
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access to controlled technology.® First, foreign businessmen, scientists,
engineers, and academics from countries of concern have gained
unauthorized access to controlled dual-use technologies in the United
States, according to intelligence and law enforcement sources. Second,
from fiscal years 2004 to 2009, Commerce fined 14 U.S. companies about
$2.3 million for making unauthorized transfers of controlled technologies
to foreign nationals from 25 countries. Commerce also suspended the
export privileges of one company and two individuals for 20 years each.
The majority of the enforcement actions involved foreign nationals from
three countries. Third, Commerce officials stated that they screened 150
visa applications from U.S. posts overseas in fiscal year 2009 to identify
potential unlicensed deemed exports—fewer than the 54,000 visa
applications screened in fiscal year 2001—because of a change in
procedures that is more reactive, focusing on leads and intelligence
information, rather than proactive screening. Finally, we found that while
USCIS approved a large number of foreign nationals for specialty
occupation visas from 2004 to 2009, Commerce issued deemed export
licenses authorizing the transfer of technology to a smaller number of
foreign nationals during the same period. The U.S. government addressed
shortages of U.S.-born engineers and scientists by approving specialty
occupation visas in occupational fields including engineering, computers,
electronics, and the biological sciences to approximately 1.05 million
foreign nationals from 13 countries of concern. From fiscal years 2004 to
2009, Commerce issued deemed export licenses authorizing the release of
technology to 3,178 foreign nationals from the same 13 countries.
However, not all foreign nationals with H-1B specialty occupation visas
are required to apply for deemed export licenses.

5To estimate the risk that foreign nationals working in high-technology fields could gain
access to controlled technology, we selected four broad specialty occupations based on an
examination of the categories of technology contained in the CCL and a review of
unclassified reports detailing the types of dual-use technologies that countries are
attempting to obtain. The four broad specialty occupation fields were computers,
engineering, the physical sciences, and the biological sciences, including biotechnology.
We excluded other H-1B occupational fields such as those in the social sciences. We then
quantified the number of foreign nationals from 13 countries of concern working in these
specialty occupation fields. We selected these 13 countries based on our analysis of the
Export Administration Regulations, which groups countries by their level of restrictions, as
well as intelligence reports, discussions with law enforcement officials, and the publicly
reported associations of some countries’ citizens with export enforcement cases over the
past several years. Appendix I more fully details our methodology. We identified the names
of these countries in our classified report.

Page 5 GAO-11-354 Export Controls



Commerce and ICE have not implemented recommended changes to the
deemed export licensing process involving outreach, and Commerce has
taken action to clarify a regulatory definition, but confusion may remain.
As a result, employers may be obtaining deemed export licenses for
transfer of technology to fewer foreign nationals than should be the case.
GAO and other audit organizations previously made two key
recommendations to correct weaknesses in the deemed export licensing
process.’ The first recommendation focused on providing better outreach,
such as Commerce developing an approach or outreach plan to inform
companies, universities, and agencies that employ foreign nationals of
deemed export control requirements so they would apply for deemed
export licenses when required. While Commerce has incorporated
information on deemed export requirements in its training materials, it
continues to lack an approach or outreach plan to provide information on
deemed export licensing requirements, particularly to small- and mid-size
companies, many of which employ foreign nationals but may not be
familiar with the requirements. Such an outreach plan would have annual
goals and identify priority industries, U.S. agencies, and academic
institutions that are not currently applying for export licenses for the
release of controlled technology to foreign nationals in the United States.
According to Commerce and company representatives, such outreach
would be particularly useful to the growing biotechnology sector. The
second recommendation advised Commerce to modify the regulatory
definition of “use” set forth in the Export Administration Regulations
(EAR), which determines when technology to use controlled commodities
can be released without triggering a deemed export licensing requirement.
After reviewing the issue, including public comments on the
recommendation, Commerce has not modified this definition, but has
taken actions to clarify it. However, as shown by uncertainty within
Commerce over the definition of “use” technology that resulted in a
misunderstanding with the National Institutes of Health (NIH),
Commerce’s clarification may not have eliminated the confusion. Based on
guidance from Commerce on the definition, NIH applied for 37 deemed
export licenses, which Commerce processed over a 17-month period
before advising NIH that it no longer needed to apply for such licenses,
though the definition itself remained the same.

Commerce has not implemented recommendations that we and others
made involving monitoring compliance with deemed export licensing

The other audit organizations were the Commerce IG and the DHS IG.
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conditions and using immigration data to improve deemed export
enforcement, while Commerce, ICE, and FBI have not implemented
recommendations to improve coordination, as described below:

Commerce continues to lack a compliance program to monitor security
conditions on deemed export licenses, even though our 2002 and the
Commerce IG’s 2004 reports recommended that it establish one." A
compliance program should involve on-site inspections of facilities to
determine whether the license holder is complying with specific license
conditions. In particular, all potential points of access to the controlled
technology should be reviewed for appropriate safeguards, and a
technology control plan to prevent foreign nationals from accessing
controlled technologies should be implemented to ensure compliance with
license conditions, according to the Commerce IG. The security conditions
are imposed to help prevent foreign nationals from obtaining unlicensed
access to controlled technologies and are attached to almost all of the
deemed export licenses approved. In fiscal year 2006, Commerce
established a program to monitor licensing conditions, but discontinued it
after fiscal year 2007, citing competing priorities and budget constraints.

Commerce does not use all existing DHS immigration data to detect firms
that should have applied for deemed export licenses. In 2002, we
recommended that Commerce use all existing immigration data, including
data from change-of-status applications, to identify foreign nationals who
could be subject to deemed export licensing regulations. In response to
our recommendation, Commerce and DHS have begun discussing how to
share these data, but have not finalized arrangements. DHS announced
proposed changes to its primary immigration form in February 2010 that
would make it easier for Commerce, ICE, and FBI to use immigration data
for deemed export enforcement.

Commerce, ICE, and FBI have not resolved weaknesses in the
coordination of their overall export enforcement activities,
notwithstanding our recommendations in 2006, which could impact

“GAO-02-972; U.S. Department of Commerce/Office of Inspector General, Deemed Export
Controls May Not Stop the Transfer of Sensitive Technology to Foreign Nationals in the
U.S., Final Inspection Report No. IPE-16176 (Washington, D.C.: Mar. 31, 2004); Offices of
the Inspectors General of the Departments of Commerce, Defense, Energy, Homeland
Security and State, and the Central Intelligence Agency, Interagency Review of Foreign
National Access to Export-Controlled Technology in the United States, Report No. D-2004-
062 (Washington, D.C., Apr. 16, 2004).
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deemed export enforcement." For example, Commerce, ICE, and FBI
have not created new written agreements or updated existing ones
between and among these agencies to assign clear roles and
responsibilities among the agencies as we recommended. According to
Commerce, ICE, and FBI officials, the lack of such agreements has in
some cases led to a duplication of efforts and ineffective sharing of
investigative information, although they cited no specific cases involving
deemed exports.

To better direct its efforts to detect possible unauthorized deemed exports
and conduct outreach, we are recommending that the Secretary of
Commerce, in consultation with the U.S. Attorney General and the
Secretary of Homeland Security, assess the extent to which foreign
nationals from countries of concern who were issued specialty occupation
visas also should have been covered by deemed export licenses and use
the results to identify vulnerabilities in the deemed export control system,
target and inform employers about deemed export licensing requirements,
and incorporate immigration data into its enforcement screening activities.
In addition, to ensure that Commerce more fully addresses the
deficiencies identified in this and prior reports, as part of the export
control reform process, we are recommending that the Secretary of
Commerce report to Congress on the steps being taken to implement past
GAO and Commerce IG recommendations.

Commerce agreed with our first recommendation and stated that it would
review prior GAO and IG recommendations as part of the ongoing Export
Control Reform process. However, Commerce did not specifically agree or
disagree with our recommendation to report to the Congress on the steps
being taken to implement past GAO and Commerce IG recommendations.
We believe this recommendation remains valid because resolving the
deficiencies identified repeatedly since 2002 could be critical to the
success of any export control initiative. Responding for the Attorney
General, the FBI stated that it has conducted deemed export outreach to
small-to-medium size biotechnology companies through several venues,
including strategic task forces, counterintelligence working groups,
conferences and other initiatives in coordination with the U.S. intelligence
community and federal law enforcement agencies, including ICE and
Commerce. FBI also stated that through participation at the National
Export Enforcement Coordination Network (NEECN) and other arenas,

1GAO-07-265.
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Background

FBI, ICE, and Commerce have worked to resolve coordination of export
enforcement activities. In our report we discuss the role of the NEECN,
which ICE established to coordinate export control investigations, but
note that ICE officials told us that the NEECN primarily focuses on
investigations involving exports of goods, rather than deemed exports.
Commerce’s and FBI's written comments are contained in appendices V
and VI. Commerce, FBI, and DHS also provided technical comments,
which we have incorporated as appropriate.

Under the Export Administration Act of 1979, as amended,"” and the
implementing EAR,"” companies, universities, and agencies may be
required to obtain an export license before releasing controlled dual-use
technology or source code subject to the EAR" to a foreign national who
is not a permanent resident of the United States or a member of certain
groups of protected individuals such as asylum holders."” Pursuant to the
EAR, a transfer of technology within the United States to such a foreign
national is deemed to be an export to his or her home country.' To
determine whether a license is required, the employer or university
researcher needs to (1) determine whether technologies under
consideration for release to certain foreign nationals are on the CCL, (2)
determine whether a license is required to export the technology to the
home country of the foreign national, and (3) determine whether any
license exceptions apply.'” If it is determined that a licensing requirement
applies, the employer must obtain a deemed export license before

50 U.S.C. App. §§ 2401-2420. The Export Administration Act of 1979, as amended (EAA) is
not permanent legislation. Since August 21, 2001, the EAA has been in lapse. However, the
President has continued the regulations in effect through Executive Order 13222 of

August 17, 2001 (3 C.F.R., 2001 Comp 783 (2002)), which most recently was extended by
Presidential Notice on August 12, 2010, under the authority provided by the International
Emergency Economic Powers Act (50 U.S.C. §§1701 et seq.). See 75 Fed. Reg. 50,681

(Aug. 12, 2010).

315 C.F.R. parts 730-780.

“For purposes of deemed export rules, technology and source code that are on the CCL are
of particular significance. According to Commerce, with a few exceptions, only controlled
technology and source code listed on the CCL are subject to deemed export licensing
requirements.

515 C.F.R. § 734.2(b)(2)(ii).
1515 C.F.R. § 734.2(b)(2)(ii).
15 C.F.R. § 738.4.
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releasing controlled technologies to foreign nationals.” “Release” may
include opportunities to review written materials or discussions about
controlled technologies. Violators may face administrative or criminal
penalties, including fines, denial of export privileges, and imprisonment. "
The EAR generally does not cover information that arises during, or
results from, fundamental research.” As a result, information that falls
within the scope of the EAR’s “fundamental research” provision does not
require a license for release to a foreign national. However, authorization
may be required if technology that is controlled (typically, on the CCL) is
transferred to a foreign national during the course of undertaking
fundamental research.”

Commerce reviews and issues export and deemed export licenses, in
consultation with other agencies, and enforces the EAR. Within
Commerce’s Bureau of Industry and Security, Export Administration
reviews license applications, issues licenses, and provides information or
outreach to companies, universities, and agencies that employ foreign
nationals about deemed export licensing requirements principally through
its own seminars and conferences, as well as seminars and conferences
sponsored by other organizations.” Commerce intends for such
information to inform and help exporters comply with export control
requirements. Commerce’s Office of Export Enforcement also provides
outreach about deemed export licensing rules and regulations as part of its
investigative efforts, often in meetings with representatives of companies,
universities, agencies, and relevant associations.

To work in the United States, foreign nationals and their employers must
also comply with U.S. visa regulations for nonimmigrants wanting to work
and study in the United States. Many foreign nationals who are not
permanent residents in the United States that seek work here apply for H-

815 C.F.R. § 736.2.
915 C.F.R. § 764.3.

®The EAR describes this information as technology and software. In addition, certain
software is subject to the EAR. 15 C.F.R. § 734.3(b)(3).

*'Revisions and Clarification of Deemed Export Related Regulatory Requirements, 71 Fed.
Reg. 30,840 (May 31, 2006).

®In addition, Commerce’s Export Administration conducts outreach through phone
conversations, e-mails, Internet-based training modules, and Webinars. A Webinar is a
workshop or conference delivered over the Internet.
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1B specialty occupation visas. An H-1B visa allows a U.S. employer to
temporarily fill specialty occupations (such as those requiring electrical or
software engineers) with foreign workers. A foreign national overseas may
obtain an H-1B visa from State, if USCIS determines that an employer may
employ the foreign national as a temporary worker. USCIS is the agency
within DHS that oversees lawful immigration to the United States. A
foreign national already in the United States may also have his or her
immigration status changed to H-1B by USCIS. For example, an employer
seeking to hire a foreign student who has graduated from a U.S. college or
university could petition USCIS to change the foreign national’s
immigration status from student to H-1B.

Executive Order 12981,” as amended, governs the interagency licensing
review process for all dual-use exports. Pursuant to this order, other
agencies provide recommendations to Commerce in the review of all
export license applications, including deemed export license applications,
as follows:

State’s Bureau of International Security and Nonproliferation reviews the
deemed export license applications that Commerce refers to it for
proliferation concerns and makes recommendations on whether these
licenses should be approved, approved with conditions, or denied. In
addition, State’s Bureau of Consular Affairs shares with Commerce and
DOD certain information obtained from some foreign nationals during the
visa application process.*

DOD, principally the Defense Technology Security Administration (DTSA),
reviews and evaluates deemed export licenses for technical, policy, and
intelligence concerns, referring some licenses to the Army, Navy, and Air
Force for additional study. In addition, DTSA refers some deemed export
licenses to the Defense Intelligence Agency for information on foreign
nationals from certain countries.

The Department of Energy reviews deemed export license applications
that Commerce refers to it involving nuclear uses and nuclear end users,
as well as other technologies, and makes recommendations on whether
these license applications should be approved, approved with conditions,

60 Fed. Reg. 62,981 (Dec. 5, 1995).

24Sep.eurately, State also licenses the export of weapons and military technology.
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or denied. Energy principally relies on its network of 20 national
laboratories to conduct its review.

FBI conducts checks of its records on behalf of Commerce when
requested.

In addition, two agencies assist with deemed export enforcement, which
includes providing investigations-related outreach:

ICE enforces deemed export licensing regulations by conducting criminal
investigations, indicting and prosecuting potential violators, and referring
noncriminal violators to Commerce. In addition, since fiscal year 2001, ICE
has provided outreach to companies, universities, and agencies that hire
foreign nationals as part of a program known as Project Shield America.”
The focus of this program is to prevent the (1) proliferation of controlled
technology and components; (2) unlawful acquisition of nuclear, chemical,
and biological weapons; and (3) unlawful exportation of weapon systems
and classified or controlled technical data. ICE’s outreach efforts involve
face-to-face discussions with representatives of companies, universities,
and agencies, as well as discussions at seminars and conferences.

FBI enforces deemed export license regulations by conducting criminal
investigations, indicting and prosecuting potential violators, and referring
noncriminal violators to Commerce. FBI takes the lead in investigations
involving counterintelligence and counterterrorism. In addition, FBI
provides outreach through its Counterintelligence Strategic Partnership
Program. The program entails the use of focus groups and meetings with
leading universities and companies to raise awareness of threats and
vulnerabilities involving controlled technologies to industry and academia.
FBI's outreach efforts, like ICE’s, involve face-to-face meetings as well as
discussions at seminars and conferences.

The review process for a deemed export license parallels the review
process for an application for a license to export commodities or

25Project Shield America assists in the prevention of export violations. Under the program,
special agents cultivate relationships with and obtain the cooperation of U.S. companies,
universities, and resear