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FOREWORD

While U.S. Joint Forces Command’s Joint Operating Environment (JOE) in no way constitutes U.S.
government policy and must necessarily be speculative in nature, it seeks to provide the Joint
Force an intellectual foundation upon which we will construct the concepts to guide our future
force development. We will likely not call the future exactly right, but we must think through the
nature of continuity and change in strategic trends to discern their military implications to avoid
being completely wrong. These implications serve to influence the concepts that drive our services’
adaptations to the environments within which they will operate, adaptations that are essential if our
leaders are to have the fewest regrets when future crises strike.

In our guardian role for our nation, it is natural that we in the military focus more on possible security
challenges and threats than we do on emerging opportunities. From economic trends to climate
change and vulnerability to cyber attack, we outline those trends that remind us we must stay alert to
what is changing in the world if we intend to create a military as relevant and capable as we possess
today. There is a strong note of urgency in our efforts to balance the force for the uncertainties that
lie ahead. The JOE gives focus to those efforts which must also embrace the opportunities that are
inherent in the world we imperfectly foresee.

Every military force in history that has successfully adapted to the changing character of war and the
evolving threats it faced did so by sharply defining the operational problems it had to solve. With the
JOE helping to frame future security problems and highlighting their military implications, the Chairman’s
companion document, Capstone Concept for Joint Operations (CCJO), answers the problems we

have defined, stating how the Joint Force will operate. Taken together, these documents will drive the
concept development and experimentation that will, in turn, drive our evolutionary adaptation, while
guarding against any single preclusive view of future war. None of us have a sufficiently clear crystal ball
to predict fully the changing kaleidoscope of future conflicts that hover over the horizon, even as current
fights, possible adversaries’ nascent capabilities, and other factors intersect.

We will update the JOE in a year or two, once we have a sufficiently different understanding to make
a new edition worthwhile. If you have ideas for improving our assessment of the future security
environment and the problems our military must solve to provide relevant defense for our country and
like-minded nations, please forward them to J-5 (Strategy), Joint Forces Command.

- J.N. Mattis

General, U.S. Marines
Commander, U.S. Joint Forces Command
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IIII INTRODDUCTION

N

War is a matter of vital importance to the State; the province of life or death; the road to survival or

ruin. It is mandatory that it be thoroughly studied.! -Sun Tzu

INTRODUCTION

The next quarter century will challenge U.S. joint forces with threats and opportunities ranging from
regular and irregular wars in remote lands, to relief and reconstruction in crisis zones, to cooperative
engagement in the global commons. Our enemy’s capabilities will range from explosive vests worn by
suicide bombers to long-range precision-guided cyber, space, and missile attacks. The threat of mass
destruction — from nuclear, biological, and chemical weapons — will likely expand from stable nation-
states to less stable states and even non-state networks.

It is impossible to predict precisely how challenges will emerge and what form they might take.
Nevertheless, it is absolutely vital to try to frame the strategic and operational contexts of the future,

in order to glimpse the possible environments where political and military leaders will work and where
they might employ joint forces. The value of such efforts lies not as much in the final product, but much
more in the participation of senior leaders and decision-makers in the discussion. Only by wrestling

with the possibilities, determining the leading indicators, and then reading the signposts of the times
will the Joint Force have some of the answers to the challenges of the future. The alternative, to focus
exclusively on the here and now or to pass this mission to the bureaucracy, will certainly result in getting
caught flat-footed, reacting to near-term crises as they arise, at great cost in blood and treasure.

Thinking about the future requires an understanding of both what is timeless and what will likely change.
As Thucydides suggested in the fifth century BC, “the events which happened in the past...(human
nature being what it is) will at some time or other and in much the same way be repeated in the future.”
Many features will not change. The challenges of the future will resemble, in many ways, the challenges
that American forces have faced over the past two centuries. In spite of the current intellectual climate in
much of the developed world, conflict will not disappear. War has been a principal driver of change over
the course of history, and there is no reason to believe that the future will differ in this respect. Neither
will the fundamental nature of war change. War will remain primarily a human endeavor.

In contrast, changes in the strategic landscape, the introduction and employment of new technologies,
and the adaptation and creativity of our adversaries will alter the character of joint operations a great
deal. Here too, the past can suggest much about the future — the nature of change, its impact on human
societies, and the interplay among human societies in peaceful and warlike competition.

Over the next quarter century, U.S. military forces will be continually engaged in some dynamic
combination of combat, security, engagement, and relief and reconstruction. There will continue to be
those who will hijack and exploit religion for extremist ends. There will continue to be opponents who
will try to disrupt the political stability and deny the free access to the global commons that is crucial
to the world’s economy. In this environment, the presence, reach, and capability of U.S. military forces,
working with like-minded partners, will continue to be called upon to protect our national interests.
Merely sustaining the health of the Joint Force, never mind adapting and transforming, is far more
complicated in a period of persistent conflict, with its toll on equipment, people, and national will.

" Sun Tzu, The Art of War, trans. and ed. by Samuel B. Griffith (Oxford,1963), p. 63.
2 Thucydides, The History of the Peloponnesian War, trans. by Rex Warner (London: Penguin Books, 1954), p. 48.




The nature of the human condition will guarantee that uncertainty, ambiguity, and surprise will dominate

the course of events. However carefully we think about the future; however thorough our preparations;
however coherent and thoughtful our concepts, training, and doctrine; we will be surprised. Even the wisest
of statesmen have found their assumptions about the future confounded by reality. The eighteenth century
British leader, William Pitt, the Younger, declared in a speech before the House of Commons in February 1792:
“Unquestionably there has never been a time in the history of our country when, from the situation in Europe,
we might more reasonably expect fifteen years of peace, than we have at the present moment.”® Within a
matter of months, Britain would become embroiled in a conflict that would last nearly a quarter of a century
and would kill more Europeans than any other war in history up to that time.

In the broadest sense, the Joint Operating Environment examines three questions:

¢ What future trends and disruptions are likely to affect the Joint Force over the next quarter century?
¢ How are these trends and disruptions likely to define the future contexts for joint operations?

e What are the implications of these trends and contexts for the Joint Force?

By exploring these trends, contexts, and implications, the Joint Operating Environment provides a basis for
thinking about the world over the next quarter century. Its purpose is not to predict, but to suggest ways
leaders might think about the future.

As war at its essence is a human endeavor, then it follows that one of the most effective ways to understand
human nature is by a close consideration of history. As such, rather than futuristic vignettes, the Joint
Operating Environment uses history as a principal way to gain insight into the future. The discussion begins
with the enduring nature of war, the causes and consequences of change and surprises, and the role of
strategy. Part Il then describes some trends, discontinuities and potential trouble spots that joint forces may
confront. Part Il analyzes how these trends and disruptions may combine into contexts that will likely define
joint operations over the next quarter century. Part IV describes the implications of these contexts for the
Joint Force as it confronts an uncertain future. This section also suggests how senior leaders might think
about creating a force that is suited to address the challenges that these contexts will present. This is the
unique contribution of the Joint Operating Environment to the broader discussion about the future. Before
concluding, Part V offers some “leading questions” about topics that may fall outside the traditional purview
of this study, but that nonetheless have important implications for the future Joint Force.

We will find ourselves caught off guard by changes in the political, economic, technological, strategic, and
operational environments. We will find ourselves surprised by the creativity and capability of our adversaries.
Our goal is not to eliminate surprise — that is impossible. Our goal is, by a careful consideration of the future,
to suggest the attributes of a joint force capable of adjusting with minimum difficulty when the surprise
inevitably comes. The true test of military effectiveness in the past has been the ability of a force to diagnose
the conditions it actually confronts and then quickly adapt. In the end, it will be our imagination and agility to
envision and prepare for the future, and then to adapt to surprises, that will determine how the Joint Force will
perform over the next twenty-five years. The ability to adapt to the reality of war, its political framework, and
its technical and industrial modes, and to the fact that the enemy also consists of adaptive human beings, has
been the key component in military effectiveness in the past and will continue to be so in the future.

3 Quoted in Colin Gray, Another Bloody Century, (London: Penguin Books, 2005), p. 40.
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In the late fifth century BC, Athenian negotiators, speaking to their Spartan competitors, with whom
they were soon at war, staked out their rationale for their refusal to abandon their position as Greece’s
other great power: “We have done nothing extraordinary, nothing contrary to human nature in
accepting an empire when it was offered to us and then in refusing to give it up. Three very powerful
motives prevent us from doing so — security, honour, and self interest. And we were not the first to act in

this way. Far from it -Thucydides

PART 1: THE CONSTANTS

THE NATURE OF WAR

We cannot predict exactly what kind of war, or for what purposes, the armed forces of the United
States will find themselves engaged in over the next quarter century; we can only speculate about
possible enemies and the weapons they will bring to the fight. However, we can state with certainty
that the fundamental nature of war will not change. In a democracy such as the United States, political
aims, pressures, and hesitations have always conditioned military operations — and will continue to
do so. “When whole communities go to war... the reason always lies in some political situation.”®
War is a political act, begun for political purposes. Indeed, both nonstate actors such as insurgents
and transnational movements such as Al Qaeda use force for political ends. Thus, war retains its
political dimension in the twenty-first century, even when it originates in the actions of non-state and
transnational groups.

The Joint Force will operate in an international environment where struggle predominates. While the
origins of war may rest on policy, a variety of factors have influenced the conduct of that struggle in the
past and will do so in the future. The tension between rational political calculations of power on one
hand and secular or religious ideologies on the other, combined with the impact of passion and chance,
makes the trajectory of any conflict difficult if not impossible to predict. Rational strategy is often difficult
in a world where organizational processes, bureaucratic politics, legislative restrictions, and economic
conditions may dominate choices.

The Joint Force will face actors who view the world through different lenses than we do. In coming
decades, Americans must struggle to resist judging the world as if it operated along the same principles
and values that drive our own country. In many parts of the world, actors will judge costs and benefits
differently than we do. Some of our enemies are eager to die for radical ideological, religious, or ethnic
causes; enemies who ignore national borders and remain unbound by the conventions of the developed
world — who leave little room for negotiations or compromise.

Among these, we face irreconcilable enemies capable of mobilizing large numbers of young men and
women, to intimidate civilian populations with machetes or to act as suicide bombers in open markets. It
can become a matter of survival when human passion takes over.

PART I: THE CONSTANTS

4 Thucydides, History of the Peloponnesian War, trans. by Rex Warner (London: Penguin Books, 1954) p. 80.
5Carl von Clausewitz, On War, translated and edited by Michael Howard and Peter Paret (Princeton, NJ: Princeton University Press, 1976), p. 87.




War, more than any other human activity, engages our senses: at times providing a “rush” of fear, horror,
confusion, rage, pain, helplessness, nauseous anticipation, and hyper-awareness. It is in these vagaries that
imponderables and miscalculations accumulate to paralyze the minds of military and political leaders. In the
cauldron of war, “It is the exceptional [human being] who keeps his powers of quick decision intact.”®

There are other aspects of human conflict that will not change no matter what advances in technology or
computing power may occur: fog and friction will distort, cloak, and twist the course of events. Fog will
result from information overload, our own misperceptions and faulty assumptions, and the fact that the
enemy will act in an unexpected fashion. Combined with the fog of war will be its frictions - that almost
infinite number of seemingly insignificant incidents and actions that can go wrong. It will arise “from
fundamental aspects of the human condition and unavoidable unpredictabilities that lie at the very core of
combat processes.””

The constant fog and friction of war turns the simple into the complex. In combat, people make mistakes.
They forget the basics. They become disoriented, ignoring the vital to focus on the irrelevant. Occasionally,
incompetence prevails. Mistaken assumptions distort situational awareness. Chance disrupts, distorts,
and confuses the most careful of plans. Uncertainty and unpredictability dominate. Thoughtful military
leaders have always recognized that reality and no amount of computing power will eradicate this basic
messiness.

Where friction prevails, tight tolerances, whether applied to plans, actions, or materiel are an invitation to
failure — the more devastating for being unexpected. Operational or logistical concepts or plans that make
no allowance for the inescapable uncertainties of war are suspect on their face — an open invitation to
failure and at times defeat.

Still another enduring feature of conflict lies in the recurring fact that military leaders often fail to recognize
their enemy as a learning, adaptive force. War “is not the action of a living force upon a lifeless mass...
but always the collision of two living forces.”® Those living forces possess all the cunning and intractable
characteristics human beings have enjoyed since the dawn of history.

Even where adversaries share a similar historical and cultural background, the mere fact of belligerence
guarantees profound differences in attitudes, expectations, and behavioral norms. Where different cultures
come into conflict, the likelihood that adversaries will act in mutually incomprehensible ways is even more
likely. Thus, Sun Tzu’s maxim that, “if you know the enemy and know yourself, you need not fear the
results of a hundred battles” is easier said than done.® The conduct of war demands a deep understanding
of the enemy - his culture, history, geography, religious and ideological motivations, and particularly the
manifest differences in his perceptions of the external world.

8 Carl von Clausewitz, On War, translated and edited by Michael Howard and Peter Paret (Princeton, NJ: Princeton University Press, 1976), p. 113.
7 Barry D. Watts, Clausewitzian Friction and Future War (Washington, DC: Institute for National Strategic Studies McNair Paper #68, 2004), p. 78.
8Carl von Clausewitz, On War, translated and edited by Michael Howard and Peter Paret (Princeton, NJ: Princeton University Press, 1976) p. 77.

¢ Sun Tzu, Art of War, translation by Samuel B. Griffth (Oxford University), p.84.
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THE NATURE OF CHANGE

War will remain a human endeavor, a conflict between two learning and adapting forces, yet changes
in the political landscape, adaptations by the enemy, and advances in technology will change the
character of war. Leaders are often late to recognize such changes, and even when they do, inertia
tends to limit their ability to adapt quickly. Driven by an inherent desire to bring order to a disorderly,
chaotic universe, human beings tend to frame their thoughts about the future in terms of continuities
and extrapolations from the present and occasionally the past. But a brief look at the past quarter
century, to say nothing of the past four thousand years, suggests the extent of changes that coming
decades will bring.

Twenty-five years ago the Cold War encompassed every aspect of the American military’s thinking

and preparation for conflict — from the strategic level to the tactical. Today, that all-consuming
preoccupation is a historical relic. A quarter century ago, the United States confronted the Soviet
Union, a truculent, intractable opponent with leaders firmly committed to the spread of Marxist-Leninist
ideology and expansion of their influence. At that time, few in the intelligence communities or even
among Sovietologists recognized the deepening internal crisis of confidence that would lead to the
implosion of the Soviet Empire. The opposing sides had each deployed tens of thousands of nuclear
weapons, as well as vast armies, air forces, and navies across the globe. Soviet forces were occupying
Afghanistan and appeared on the brink of crushing an uprising of ill-equipped, ill-trained guerrillas. In El
Salvador, a Soviet-backed insurgency was on the brink of victory.

Beyond the confrontation between the United States and Soviet Union lay a world that differed
enormously from today. China was only emerging from the dark years of Mao’s rule. To China’s south,
India remained mired in an almost medieval level of poverty, from which it appeared unlikely to escape.
To the sub-continent’s west, the Middle East was as plagued by political and religious troubles as
today. But no one could have predicted then that within 25 years the United States would wage two
major wars against Saddam Hussein’s regime and commit much of its ground power to suppressing
simultaneous insurgencies in Iraq and Afghanistan.

The differences between the culture and organization of the American military then and now further
underline the extent of the disruptions with the past. The lack of coordination among the forces
involved in overthrowing the “New Jewel” movement in Grenada in October 1983 reminds us that at
the time jointness was a concept honored more in the breach than observance. That situation led to the
Goldwater-Nichols Act in 1986.

In terms of capabilities, stealth did not yet exist outside of the research and development communities.
The M-1 Tank and the Bradley Fighting Vehicle were only starting to reach the army’s forward deployed
units. The Global Positioning System (GPS) did not exist. The training ranges of the National Training
Center, Twenty-Nine Palms, Fallon, and Nellis were just beginning to change U.S. preparations for war.
Precision attack was a problem to be solved with tactical nuclear weapons.

One might also note how much the economic and technological landscapes outside of the military had
changed. Economically, in 1983 globalization was in its first stages and largely involved trade among
the United States, Europe, and Japan. The tigers of Southeast Asia were emerging, but the rest of the
world seemed caught in inescapable poverty. Just to give one example: in 1983 the daily transfer of
capital among international markets was approximately $20 billion. Today, it is $1.6 trillion.



STRATEGIC ESTIMATES IN THE TWENTIETH CENTURY

If you are a strategic analyst for the world’s leading power, you are British, looking warily at Britain’s
age old enemy, France.

You are now allied with France, and the enemy is now Germany.

Britain and its allies have won World War |, but now the British find themselves engaged in a naval
race with its former allies, the United States and Japan.

For the British, naval limitation treaties are in place, the Great Depression has started, and defense
planning for the next five years assumes a “ten year” rule — no war in ten years. British planners
posited the main threats to the Empire as the Soviet Union and Japan, while Germany and Italy are
either friendly or no threat.

A British planner now posits three great threats: Italy, Japan, and the worst, a resurgent Germany,
while little help can be expected from the United States.

The collapse of France in June leaves Britain alone in a seemingly hopeless war with Germany and
Italy, with a Japanese threat looming in the Pacific. The United States has only recently begun to
scramble to rearm its military forces.

The United States is now the world’s greatest power, the atomic age has dawned, and a “police action”
begins in June in Korea that will kill over 36,500 Americans, 58,000 South Koreans, nearly 3,000 Allied
soldiers, 215,000 North Koreans, 400,000 Chinese, and 2,000,000 Korean civilians before a cease-fire
brings an end to the fighting in 1953. The main opponent in the conflict is China, America’s ally in the
war against Japan.

Politicians in the United States are focusing on a missile gap that does not genuinely exist; massive
retaliation will soon give way to flexible response, while a small insurgency in South Vietnam hardly
draws American attention.

The United States is beginning to withdraw from Vietnam, its military forces in shambles. The Soviet
Union has just crushed incipient rebellion in the Warsaw Pact. Détente between the Soviets and
Americans has begun, while the Chinese are waiting in the wings to create an informal alliance with
the United States.

The Soviets have just invaded Afghanistan, while a theocratic revolution in Iran has overthrown the
Shah’s regime. “Desert One” — an attempt to free American hostages in Iran — ends in a humiliating
failure, another indication of what pundits were calling “the hollow force.” America is the greatest
creditor nation the world had ever seen.

The Soviet Union collapses. The supposedly hollow force shreds the vaunted Iragi Army in less than
100 hours. The United States has become the world’s greatest debtor nation. Very few outside of the
Department of Defense and the academic community use the Internet.

Warsaw is the capital of a North Atlantic Treaty Organization (NATO) nation. Terrorism is emerging as
America’s greatest threat. Biotechnology, robotics, nanotechnology, HD energy, etc. are advancing
so fast they are beyond forecasting.

Take the above and plan accordingly! What will be the disruptions of the next 25 years?

SLNVLSENDO 3IHL i1 Ldavd
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On the technological side, the Internet existed only in the Department of Defense, and its economic
and communications possibilities and implications for the civilian world were not yet apparent. Cellular
phones came equipped with briefcases and shoulder straps and only worked in select urban areas.
Personal computers were beginning to come into widespread use, but their reliability was terrible.
Microsoft was just emerging from Bill Gates’ garage, while Google existed only in the wilder writings of
science fiction writers. In other words, the revolution in information and communications technologies,
taken for granted today, was largely unimaginable in 1983. A revolution had begun, but its implications
remained uncertain and unclear. Other advances in science since 1983, such as the completion of the
human genome project, nano technologies, and robotics, also seemed the provenance of writers of
science fiction.

In thinking about the world’s trajectory, we have reason to believe that the next twenty-five years will
bring changes just as dramatic, drastic, and disruptive as those that have occurred in the past quarter
century. Indeed, the pace of technological and scientific change is increasing. Changes will occur
throughout the energy, financial, political, strategic, operational, and technological domains. How drastic,
how disruptive and how surprising these changes might be is at present not discernible and in some
cases their full impact will not be understood until they are upon us.

The interplay between continuities and disruptions will demand a Joint Force that can see both what
has changed and what endures. The force must then have the ability to adapt to those changes while
recognizing the value of fundamental principles. That can only result from a historically-minded mentality
that can raise the right questions.

THE CHALLENGE OF DISRUPTIONS

Trends may suggest possibilities and potential directions, but they are unreliable for understanding

the future because they interact with and are influenced by other factors. The downturn of Wall Street
after the crash of 1929 might well have remained a recession, but passage of the Smoot-Hawley

tariffs destroyed American trade with other nations and turned the recession into a catastrophic global
depression. In considering the future, one should not underestimate the ability of a few individuals, even
a single person, to determine the course of events. One may well predict that human beings will act in
similar patterns of behavior in the future, but when, where and how remains entirely unpredictable. The
rise of a future Stalin, Hitler, or Lenin is entirely possible, but completely unpredictable, and the context in
which they might reach the top is unforeseeable.

The interplay of economic trends, vastly different cultures and historical experiences, and the
idiosyncrasies of leaders, among a host of other factors, provide such complexity in their interactions as
to make prediction impossible. Winston Churchill caught those complexities best in his masterful history
of World War I:

One rises from the study of the causes of the Great War with a prevailing sense of the defective
control of individuals upon world fortunes. It has been well said, ‘there is always more error than
design in human affairs.’ The limited minds of the ablest men, their disputed authority, the climate
of opinion in which they dwell, their transient and partial contributions to the mighty problem, that
problem itself so far beyond their compass, so vast in scale and detail, so changing in its aspects -
all this must surely be considered...™

Thus, individuals and their idiosyncrasies, genius, and incompetence, are major actors in these
disruptions. Perhaps the worst president in American history, James Buchanan, was followed by possibly
the greatest, Abraham Lincoln. Individuals invariably remain the prisoners of their cultural and historical
frame of reference, which makes the ability to understand, still less to predict, the actions of other

states and other leaders difficult. Yet we should not allow this to discourage us from gaining as deep

an understanding as possible of the historical influences of potential political and military leaders at the
strategic, operational, and tactical level.

®Winston S. Churchill, The World Crisis (Toronto: MacMillan, 1931), p. 6.




Clearly, not all disruptions occur through the actions of individual leaders. Great events, involving the
overthrow of regimes, the collapse of economic systems, natural disasters, and great conflicts within or
among states have taken the flow of history and channeled it into new and unforeseen directions. Such
disruptions are truly unpredictable, except for the fact that we can be sure that they will happen again.
They will twist the future into new and unforeseen directions. Here, the only strategy that can mitigate the
impact of surprise is knowledge of the past, an understanding of the present, and a balanced force that
is willing and able to adapt in the future.

The Fragility of History — and the Future...

The patterns and course of the past appear relatively straightforward and obvious to those living in the
present, but only because some paths were not taken or the events that might have happened, did not.
Nothing makes this clearer than the fates of three individuals in the first thirty plus years of the twentieth
century. Adolf Hitler enlisted in the 16th Bavarian Reserve Regiment (the “List” Regiment) in early August
1914; two months later he and 35,000 ill-trained recruits were thrown against the veteran soldiers of

the British Expeditionary Force. In one day of fighting the List Regiment lost one third of its men. When
the Battle of Langemark was over, the Germans had suffered approximately 80% casualties. Hitler was
unscratched. Seventeen years later, when Winston Churchill was visiting New York, he stepped off the
curb without looking in the right direction and was seriously injured. Two years later in February 1933,
Franklin Roosevelt was the target of an assassination attempt, but the bullet aimed for him hit and killed
the mayor of Chicago. Can any one doubt that, had any one of these three individuals been killed, the
history of the twentieth century would have followed a fundamentally different course?

GRAND STRATEGY
As in a building, which, however fair and beautiful the superstructure, is radically marred and
imperfect if the foundations be insecure -- so if the strategy be wrong, the skill of the general on
the battlefield, the valor of the soldier, the brilliancy of victory, however otherwise decisive, fail of
their effect.’” -Mahan

Future Joint Force commanders will not make grand strategy, but they must fully understand the ends it
seeks to achieve. They will have a role to play in suggesting how the Joint Force might be used and the
means necessary for the effective use of joint forces to protect the interests of the United States. Thus,
their professional, nuanced advice as military leaders is essential to cast effective responses to strategic
challenges.

In the twentieth century the relationship in the United States between political vision and military

leaders responsible for the execution of policy proved crucial in winning two world wars and the Cold
War. Yet the dialogue and discourse between those responsible for casting grand strategy and those
responsible for conducting military operations has always involved tension because their perspectives

of the world inevitably differ. In the future, Joint Force commanders must understand the ends of
strategy to recommend the forces required (the means) to achieve those ends, and policy makers must
be clearly aware of the strengths, limitations, and potential costs of the employment of military forces.
The relationship between ends and means drives the logic of joint operations. Only clear and unfettered
military advice from commanders to policy makers can provide the understanding required to employ the
Joint Force effectively.

SLNVLSENDO 3IHL i1 Ldavd
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Engage people with what they expect; it is what they are able to discern and confirms their projection.
It settles them into predictable patterns of response, occupying their minds while you wait for the

extraordinary moment—that which they cannot anticipate.*  -Sun Tzu

PART I11I: TRENDS INFLUENCING
THE WORLD’S SECURITY

Trend analysis is the most fragile element of forecasting. The world’s future over the coming quarter of
a century will be subject to enormous disruptions and surprises, natural as well as man-made. These
disruptions, and many other contiguous forces, can easily change the trajectory of any single trend. The
Joint Operating Environment recognizes that many, if not all, of the trends and trajectories of the future
will be non-linear. For the purpose of analysis, however, it has used a traditional approach to examine
many of the trends and utilized conservative estimates. For example, demographic trends are derived
from sources such as the U.S. Census Bureau. In the final analysis, the value of the trends lies not in
accurately predicting them, but in inferring how they might combine in different ways and form more
enduring contexts within which future operations might be conducted. Trend analysis can also help in
identifying some indicators or signposts that one can use to “check” the path that the world takes into
the future and make adjustments as necessary. Nevertheless, the resource and strategic implications
of even a conservative and linear rate of increase possess consequences that suggest a number of
troubling challenges for U.S. national security in the future.

The reason that specific trends have been selected for inclusion in the JOE is based upon three major
ideas, or themes. The first of these is how a trend might enhance or erode the power of a specific state.
The second is how a trend might enhance or erode the power of the overall state system of relations
relative to non-state actors. The third is how trends contribute to the emergence or suppression of
global networks or ideologies that transcend the international system as we currently perceive it.
Together the trends examined in JOE 2010 set the stage for more focused contexts of future conflict and
war that we find in Part Ill of this document.

DEMOGRAPHICS

A good place to begin the discussion of trends is demographics because what is happening
demographically today, unless altered by some catastrophe, has predictable consequences for the
populations of regions and states. Equally important, it possesses implications for future strategic
postures and attitudes. In total, the world will add approximately 60 million people each year and reach
a total of 8 billion by the 2030s. Ninety-five percent of that increase will occur in developing countries.
The more important point is that the world’s troubles will occur not only in the areas of abject poverty
but also, to an even greater extent, in developing countries where the combination of demographics
and economy permits populations to grow, but makes meeting rising expectations difficult. Here, the
performance of the global economy will be key in either dampening down or inflaming ethnically or
religiously based violent movements.

PART II: TRENDS INFLUENCING SECURITY

2Sun Tzu, The Art of War, translated and edited by Samuel B. Griffith (Oxford, 1963), p. 92.




A population pyramid is a demographer’s tool used

to track the size and age composition of a country or
group. Each bar represents an age group in four-year
increments (youngest at the bottom) with males on

the left and females on the right. The pyramids above
show projected populations of selected countries in

the 2030 time frame and the width of each pyramid is

to scale. Thus, we see a 2030 Yemen that rivals Russia
in terms of population. Developed countries generally
show a typical “inverted” pattern with dramatic declines
in the raw numbers of youth relative to the retired. This
pattern of decline will be difficult to manage as most
welfare systems in the developed world are based on an
assumption of moderate population growth. Developing
countries such as Nigeria and Yemen illustrate how the
population pyramid in fact got its name, and are typical
of fast-growing countries with large multi-children
families. The effects of China’s one-child policy are clear,
especially when compared to fast-growing India. The
United States occupies a middle position among states,
with a large, yet relatively stable population.

http://www.census.gov/ipc/www/idb/country.php
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DEMOGRAPHICS:
Population by Age

- Eight billion people in the world by 2025

- Nearly all growth in the developing world.

- Absolute decline in Europe, Japan, Russia, and Korea.

- The U.S. will add 50 million people by 2025 (unique
among the developed countries of the world).
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Population in Billions

10

0

The developed world faces the opposite problem. During the next 25 years population growth in the
developed world will likely slow or in some cases decline. Russia in particular exemplifies this trend. Russia’s
population is currently declining by 0.5% annually, and given Russian health and welfare profiles, there is
every prospect that decline will continue, barring a drastic shift in social attitudes or public policy. As a recent
Center for Strategic and International Studies (CSIS) report suggested, “Russia needs to cope with a rate of
population decline that literally has no historical precedent in the absence of pandemic.”'®* To Russia’s west,

a similar, albeit less disastrous, situation exists. Over all, European nations stopped replacing their losses

to deaths in 2007, and despite considerable efforts to reverse those trends, there is little likelihood their
populations will significantly increase by the 2030s. This raises serious concerns about the sustainability of
economic growth in that region. It also has serious implications for the willingness of European societies to
bear the costs involved in lives and treasure that the use of military force inevitably carries with it.

Likewise, Japan’s population will fall from 128 million to approximately 117 million in the 2030s, but unlike the
case of Russia this will result not from any inadequacy of Japanese medical services, which are among the
world’s best, but from the collapse of Japan’s birth rate. The Japanese are taking serious steps to address
their demographic decline, a fact which explains their major research and development efforts in the field of
robotics as well as their shift to a capital-intensive economy.

World Population 2050 — 24 ) —
9.5 Billion

World Population 2010 ——
6.8 Billion

Rest of World
5.3 Billion

India
1.8 Billion

China
1.4 Billion

| Developed
Countries
_11Billion

1800 1850 1900 1950 2000 2050

Developing

POPULATION TO 2050: DEVELOPED AND DEVELOPING WORLD

SOURCE: United Nations Population Reference Bureau

3Center for Strategic International Studies (CSIS), “The Graying of the Great Powers,” (Washington, DC), p. 7.




Over the next quarter century, China’s population will grow by 170 million, but its population will age
significantly because of strict enforcement of the government’s edict of one child per family. An additional
demographic factor, which may influence Chinese behavior, is the choice of many families to satisfy

that limitation with a male child. How the resulting imbalance between young males and females will

play out in China’s external and internal politics is impossible to predict because there are few historical
analogues. Already we have seen exuberant displays of nationalistic feeling among the youth in response
to criticisms of China’s behavior in Tibet.

By the 2030s, the U.S. population will climb by more than 50 million to a total of approximately 355
million, in contrast to many of its peers. This growing population may be a significant advantage in
international economic competition. This growth will result not only from births in current American
families, but also from continued immigration, especially from Mexico and the Caribbean, which will

lead to major increases in America’s Hispanic population. By 2030 at least 15% of the population of

every state will be Hispanic in origin, in some states reaching upwards of 50%. How effective Americans
prove in assimilating these new immigrants into the nation’s politics and culture will play a major role in
America’s prospects. In this regard, the historical ability of the United States to assimilate immigrants into
its society and culture gives it a distinct advantage over most other nations, which display little willingness
to incorporate immigrant populations into the mainstreams of their societies.

India will grow by 320 million during the next quarter of a century. The tensions that arise from

a growing divide between rich and poor could seriously impact its potential for further economic growth.
Exacerbating tensions will be the divide between the sub-continent’s huge middle class and those in

the villages mired in poverty, as well as the divide between Muslims and Hindus. Nevertheless, India’s
democratic system gives the country wide latitude for political changes to accommodate the society’s poor.

The continued population growth across the Middle East and in Sub-Saharan Africa has only recently
begun abating, but not fast enough to forestall a demographic crisis in which economic growth fails to
keep pace with population growth. In areas of abject poverty, continued growth of youthful populations
has significance for the employment of U.S. forces called upon to feed the starving and mitigate the
suffering. Where economic growth fuels but does not satisfy expectations, the potential for revolution or
war, including civil war, will be significant.

Even as the developing world copes with its youth bulge, the developed world will confront an acute
aging problem. By the 2030s the number of elderly people in developed countries will double. In Japan
there will be 63 elderly for every 100 workers, with Europe not far behind with 59 per 100. The United
States will be slightly better off with 44 elderly per 100 workers. Even China will see its ratio of elderly to
working population double (from 12 to 23 per 100 workers) as a result of better diet and improved medical
care. Such demographic trends will make it less likely that nations in the developed world will sacrifice
their youth in military adventures, unless extraordinary threats appear. Regions such as the Middle East
and Sub-Saharan Africa, where the youth bulge will reach over 50% of the population, will possess fewer
inhibitions about engaging in conflict.

Around the world, humanity is on the move, with Muslims and Africans moving to Europe, ethnic Chinese
moving into Siberia, Mexicans and other Latin Americans moving north to the United States and Canada,
and citizens of the Philippines and India providing the labor and small commercial backbones of the
economies of the Gulf States. Equally important are the migrations occurring in war torn areas in Africa in
areas like the Sudan, Somalia, Darfur, and Rwanda. Such migrations disrupt patterns of culture, politics,
and economics and in most cases carry with them the potential of further dislocations and troubles.

Everywhere, people are moving to cities. Skilled workers, doctors, and engineers are leaving the
undeveloped world as fast as they can to make a living in the developed world. Increasingly, these global
diasporas connect through the Internet and telephone to their home countries. Often, the money they
send back to their families forms major portions of the local economies back in their home communities.
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PART II: TRENDS INFLUENCING SECURITY

GLOBALIZATION

For the most part, the developed world recognizes that it has a major stake in the continuing progress
of globalization. The same can be said for those moving into the developed world. Nevertheless, one
should not ignore the histories and passions of popular opinion in these states as they make their
appearance. One should not confuse developed world trappings for underlying stability and maturity of
civil societies. A more peaceful, cooperative world is possible only if the pace of globalization continues.
In particular, this means engaging China and other nations politically and culturally as they enter into the
developed world.

Lessons From the History Of Globalization

How can one best define globalization? Some might delineate it in terms of increased international
trade, limited restrictions on the movement of peoples, and light regulation on the flow of capital.
At least that was how politicians and pundits defined it at the start of the Twentieth Century. At that
time, Europeans did not require passports to travel from one country to another on the continent,
a situation altered only in the late 1990s. By 1913 the value of international trade as a percentage
of world GDP had reached a level the global economy would not replicate until the last decade of
the Twentieth Century. The economies of the United States and the German Reich were expanding
at unheard of rates. Western merchants were queuing up to supply China’s teeming masses, as
that country opened its markets for the first time in centuries. Furthermore, the largest migration —
and a peaceful one at that — in history was taking place, as 25 million Europeans left home, most
immigrating to the United States.

The world also saw technological and scientific revolutions unequaled in history, which in turn
spawned revolutions in travel and communications. Travel across the Atlantic was now a matter of
days rather than weeks or months. Telegraph cables linked the continents for near instantaneous
communications. Railroads allowed travelers to cross continents in days rather than months. The
internal combustion engine was already having an impact on travel by land, while the appearance of
the aircraft in 1903 suggested even greater possibilities. A complex web of international agreements,
such as the International Postal Union and the International Telegraph Conventions, welded these
changes together. Again, as with today, many were not content to leave the direction of the new world
order to governments. Activists formed 119 international organizations in the first decade and 112 in
the second decade.

For much of humanity, this was a time of hope and optimism. As early as the mid-19th century, John
Bright, a British industrialist, argued that “nothing could be so foolish as a policy of war for a trading
nation. Any peace was better than the most successful war.” In 1911 a British journalist, Norman
Angell, published a work titled The Great lllusion, which became an international best seller. In it, he
argued the expansion of global commerce had changed the nature of wealth, which no longer would
depend on control of territory or resources. For Angell, the belief that military strength was the basis for
security represented a dangerous illusion. As for war itself, it represented a futile endeavor incapable
of creating material wealth, while putting much at risk. His arguments boiled down to a belief that the
interlocking networks of global trade made war impossible. In 1913, he published an improved edition
to even greater acclaim. Within a year the First World War had broken out. The result of that conflict in
political and economic terms was to smash globalization for the next seventy years. Angell had been
right about the absolutely destructive effects of modern war. He had been wrong about human nature
and its passions.

Today’s interlocking trading and communications networks may tempt leaders to consider once again
that war is, if not impossible, then at least obsolete. Accordingly, any future war would cost so much

in lives and treasure that no “rational” political leader would pursue it. The problem is that rationality is
often a matter of perspective — in the cultural, political, and ideological eye of the beholder. For what
must have seemed perfectly rational reasons, Saddam Hussein invaded two of Irag’s six neighbors in
the space of less than ten years and sparked three wars during the period he ruled. The first of his wars
against Iran resulted in approximately 250 thousand Iragi deaths and half a million Iranian deaths, while
his wars against his own people killed upwards of 100 thousand.




The critics of globalization often portray its dark side in the inequality of rich and poor. In some worst-
case scenarios, they portray the rise of resentment and violence throughout the world as a direct result
of globalization. Not surprisingly, the future is likely to contain both good and bad as globalization
accelerates the pace of human interaction and extends its reach.

Remittances sent home by emigrant workers are often overlooked as a facet of globalization, but
represent the single biggest income source for developing nations. The total amount sent home by
foreign workers exceeds the amount that the whole world spends on foreign aid and capital investments
combined. For 2007, world-wide remittances were estimated by the World Bank at $318 billion, of which
$240 billion went to developing countries. This estimate includes only remittances sent through formal
banking channels; the actual amount is certainly much greater. Remittances are strategically important
to developing countries for a number of reasons, not the least of which is that they provide a source of
foreign exchange in addition to a stabilizing force for economies in turbulent times.

The top three recipients of emigrant remittances in 2007 were: India, $27 billion; China, $25.7 billion; and
Mexico, $25 billion. In the case of Mexico, remittances were the second largest source of hard currency
after the sale of oil. These flows of money are generally resilient in economic downturns and add a
measure of stability to families that would otherwise be at or near thresholds of poverty. Furthermore,
remittances are spent in the local economy, providing business for shop owners and other parts of

the local middle classes. However, as a prolonged economic downturn reduces work opportunities for
emigrants, the reduction of this key source of income may also stunt the growth of the middle classes

in developing countries, which are the driving force for the development and support of democratization
and the rule of law, all of which are central to the evolution of stable and orderly states around the world.

|
Remittance Outflows Remittance Inflows

U.S.- $42.2 billion India - $27 billion Pakistan - $6.1 billion
Japan - $3.4 billion China - $25.7 billion Indonesia - $6.0 billion
Europe - $25.4 billion Mexico- $25 billion Egypt - $5.9 billion
Gulf - $20.1 billion Philippines - $17 billion Morocco - $5.7 billion
Bangladesh - $6.4 billion  Lebanon - $5.5 billion

GLOBAL REMITTANCE FLOWS

SOURCE: Migration and Remittances Handbook,
Development Prospects Group, World Bank (2006)
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The processes propelling globalization over the next two decades could improve the lives of most of the
world’s population, particularly for hundreds of millions of the poorest. Serious violence resulting from
economic trends has almost invariably arisen where economic and political systems have failed to meet
rising expectations. A failure of globalization would equate to a failure to meet those rising expectations.
Thus, the real danger in a globalized world, where even the poorest have access to pictures and media
portrayals of the developed world, lies in a reversal or halt to global prosperity. Such a possibility would lead
individuals and nations to scramble for a greater share of shrinking wealth and resources, as they did in the
1930s with the rise of Nazi Germany in Europe and Japan’s “co-prosperity sphere” in Asia. Admittedly, some
will also be left behind by globalization, either through the misfortunes of geography, culture, or design. Many
of these nations will be weak and failing states and will require an international array of economic, diplomatic,
and military resources to establish or sustain stability.

In a globalized world of great nations, the United States may not always have to take the lead in handling
the regional troubles that will arise. By the 2030s, every region of the world will likely contain local economic
powers or regional organizations capable of leadership. In any case, the United States will often find it
prudent to play a cooperative or supporting role in military operations around the world and will almost
certainly provide support in organizing or convening global coalitions for some time to come. In most

cases the assisting of, or intervention in, failing states will require a cooperative engagement between the
United States and regional powers. Again, the skills of a diplomat in working with other people and military
organizations from different cultures must be in the tool kit of commanders, staffs, and personnel throughout
the Joint Force.

The Volatility of Trends

Economic estimates rest on trend lines easily disputed both in the present and the future. In 1928
most economists would have given far rosier prospects for the American and world economies. Four
years later, they would have given a far darker picture. That is the nature of change in economics as
well as in every other human endeavor. Wide variations in either direction are not just feasible — they
EICHICIA

Nevertheless, the long-term strategic consequences of the current financial crises are likely to be

significant. Over the next several years a new international financial order will likely arise that will
redefine the rules and institutions that underpin the functioning, order, and stability of the global
economy. There is one new watchword that will continue to define the global environment for the
immediate future: “interconnectedness.” Until a new structure emerges, strategists will have to
prepare to work in an environment where the global economic picture can change suddenly, and
where even minor events can cause a cascading series of unforeseen consequences.




ECONOMICS
The country faces a fundamental disconnect between the services people expect the
government to provide...and the tax revenues that people are willing to send to the
government ... The fundamental disconnect will have to be addressed in some way if the
budget is to be placed on a sustainable course. -Douglas W. EImendorf, Director of CBO,
November 24, 2009™*

JOE 2008 reported that the emerging economic downturn and financial crises were likely to be
significant events. From our vantage point in 2010 the scope and implications of the downturn are
clarifying, though the perturbations both in mid and longer terms are yet unclear. Projected revenues
from taxation in most plausible economic scenarios are far below that which is necessary to meet
current and assumed commitments by the federal government. Furthermore, chronic trade and
currency exchange imbalances in the global economic system (see graphic below) have exacerbated
both U.S. current account deficits and overall government indebtedness such that the amount of U.S.
government debt held by foreigners has grown from 1.3 trillion to 3.5 trillion dollars representing some
40% of total U.S. debt. Large exporting nations accept U.S. dollars for their goods and use them
both to build foreign exchange reserves and to purchase U.S. treasuries (which then finance ongoing
U.S. federal operations). The dollar’s “extraordinary privilege” as the primary unit of international
trade allows the U.S. to borrow at relatively low rates of interest. However, the emerging scale of U.S.
Government borrowing creates uncertainty about both our ability to repay the ever growing debt and
the future value of the dollar. Moreover, “any sudden stop in lending...would drive the dollar down,
push inflation and interest rates up, and perhaps bring on a hard landing for the United States...”'®
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SOURCES: World Bank, World Development Indicators (2008) U.S.Census Bureau(2009) Economist Intelligence Unit

"“Elmendorf, Douglas W. “CBO American Association for Budget and Program Analysis: The Economic and Budget Outlook.” November 24, 2009.
http://www.cbo.gov/ftpdocs/107xx/doc10748/11-24-09AABPA-Presenation.pdf
5C. Fred Bergsten, “The Dollar and Deficits” Foreign Affairs (November/December 2009) p. 21.
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SOURCE:"Summary of Receipts, Outlays, and Surpluses of Deficits as percentages of GDP,"Budget of the United States Government, Fiscal Year 2010, Historical Tables, Office
of Management and Budget (May 2009) and Peterson-Pew Commission on Budget Reform,“Red Ink Rising” (December 2009)

The precise nature of a “hard landing” of this sort is difficult to predict should creditor nations such as
China demand higher interest rates, increasing the perception that the U.S. no longer controls its own
financial fate.'® This dynamic could encourage the establishment of new reserve currencies as global
economic actors search for alternatives to the dollar. Changing conditions in the global economy could
likewise have important implications for global security also, including a decreased ability of the United
States to allocate resources for defense purposes, less purchasing power for available dollars, and
shifting power relationships around the world in ways unfavorable to global stability.

Domestically, the future of the U.S. financial picture in both the short and long term is one of chronic
budget deficits and compounding debt. The federal deficit for the 2009 fiscal year was about $1.42
trillion or one tenth of U.S. economic production in that year. For the first two months of the 2010 fiscal
year, the cumulative deficit was already higher than any previous total yearly deficit run by the federal
government and even the most optimistic economic projections suggest that the U.S. will add $9 trillion
to the debt over the next decade, outstripping even the most optimistic predictions for economic growth
upon which the federal government relies for increased tax revenue. The graph above illustrates the
scale of this shortfall between government spending and available revenue - a shortfall unprecedented
since the end of the Second World War.

*Dr. Krugman noted these implications in 2003 when the 10 year deficit was only three trillion dollars, rather than today’s significantly larger 10 year
budget outlook of some nine trillion dollars. Paul Krugman, “A Fiscal Train Wreck” New York Times (11 March 2003).
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Although these fiscal imbalances have been severely aggravated by the recent financial crisis and
attendant global economic downturn, the financial picture has long term components which indicate
that even a return to relatively high levels of economic growth will not be enough to right the financial
picture. The near collapse of financial markets and slow or negative economic activity has seen U.S.
Government outlays grow in order to support troubled banks and financial institutions, and to cushion
the wider population from the worst effects of the slowdown. These unfunded liabilities are a reflection
of an aging U.S. Baby-Boom population increasing the number of those receiving social program
benefits, primarily Social Security, Medicare, and Medicaid, versus the underlying working population
that pays to support these programs.'”

Rising debt and deficit financing of government operations will require ever-larger portions of government
outlays for interest payments to service the debt. Indeed, if current trends continue, the U.S. will be
transferring approximately seven percent of its total economic output abroad simply to service its foreign
debt.”® As the graph above illustrates, interest payments are projected to grow dramatically, further
exacerbated by recent efforts to stabilize and stimulate the economy, far outstripping the current tax base
shown by the black line. Interest payments, when combined with the growth of Social Security and health
care, will crowd out spending for everything else the government does, including National Defense.

7Joel Feinleib and David Warner, “The Impact of Immigration on Social Security and the National Economy,” Social Security Advisory Board Issue
Brief #1 (December 2005).
8Bergsten, p. 21.
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The foregoing issues of trade imbalance and

government debt have historic precedents U.S. Defense Spending: The “Hidden Export”
that bode ill for future force planners. The global trade and finance illustration on page
Habsburg Spain defaulted on its debt some 19 overlooks one large “export” that the United

14 times in 150 years and was staggered States provides to the world — the armed force that
by high inflation until its overseas empire underpins the open and accessible global system of
collapsed. Bourbon France became so trade and travel that we know as “globalization.” At
beset by debt due to its many wars and a cost of 600 billion dollars a year, U.S. Joint Forces
extravagances that by 1788 the contributing around the world provide safety and security for

social stresses resulted in its overthrow by the major exporters to access and use the global
revolution. Interest ate up 44% of the British commons for trade and commerce.

Government budget during the interwar
years 1919-1939, inhibiting its ability

to rearm against a resurgent Germany.'® Unless current trends are reversed, the U.S. will face similar
challenges, anticipating an ever-growing percentage of the U.S. government budget going to pay interest
on the money borrowed to finance our deficit spending.

A more immediate implication of these twin deficits will likely mean far fewer dollars available to spend
on defense. In 1962 defense spending accounted for some 49% of total government expenditures, but
by 2008 had dropped to 20% of total government spending.?® Following current trend lines, by 2028
the defense budget will likely consume between 2.6 percent and 3.1 percent of GDP - significantly
lower than the 1990s average of 3.8%.2' Indeed, the Department of Defense may shrink to less than ten
percent of the total Federal budget. The graph at right illustrates the main components of the defense
budget: operations and maintenance, personnel, procurement, research and development, military
construction, and family housing. Much like the overall U.S. budget, personnel costs could continue to
grow faster than other components, crowding out investments in future capabilities as well as resources
for current operations and the maintenance of systems and capabilities already in the inventory. These
costs deserve close scrutiny for efficiencies. Moreover, if the U.S. enters a financial regime in which
defense is to be cut by a third or more, Joint Force planners must carefully explore new areas of risk as
force posture and procurement budgets shrink.

This report describes a future in which the Joint Force will be continually engaged, yet the larger
economic outlook is one of increasing pressure on discretionary spending of which the DOD budget is a
part. The Department must always search for more efficient ways of attending to the Nation’s defense,
to reduce both cost and our vulnerability to deliberate disruption, while maintaining our quest for greater
effectiveness across all future security environments. We must be prepared to make hard decisions
about the trade-off between performance and price in our capabilities, while recognizing that a push

for “one-size-fits-all” solutions may result in a greater risk of reduced flexibility during operations. If we
are to maintain a shock absorber in our forces to fight different forms of war across a range of conflicts,
the joint community must introduce multi-purpose, multi-role, and flexible systems that can provide
adequate performance against a broad array of challenges.

®From Niall Ferguson, “An Empire at Risk,” Newsweek (28 November 2009).
2http://www.gpoaccess.gov/USbudget/fy10/hist.html

21Goldberg, Matthew S. “CBO testimony: Long-Term Implication of the Fiscal Year 2010 Budget Submission.”
November 18, 2009. http://www.cbo.gov/ftpdocs/107xx/doc10730/DoDBudgetTestimony.1.1.shtml
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The graph above shows the scale and relationships of DOD’s major budget categories from 1962 to
present. If we are to find efficiencies in future budgets we should consider ways to decrease these costs
while maintaining effectiveness. Over the last two decades competitive commercial enterprises have
resized organizations and decreased mid-level leaders through the smart use of information technologies
and by pushing responsibilities and authorities ever downward. The Joint Force should further adapt its
own organizations in similar ways where appropriate, reengineering military staffs from their Industrial Age
origins, innovating more agile, adaptable, and perhaps smaller structures. Personnel and training costs
(part of O&M) are a major portion of the defense budget, yet we too frequently allow or even encourage
personnel to leave the military at the height of their experience, losing highly trained and expensively
acquired skills in the process. There are significant opportunities to retain these vital, hard-won skills of
our military personnel beyond the current expected 20 year retirement timeline. Furthermore, the current
balance of capabilities and force structure between the Regular, Reserve, and Guard forces might be
reexamined in light of future national security challenges involving surprise and uncertainty described
throughout the JOE. The joint community must bring critical judgment to bear on the question of future
basing, recommending rationalization and downsizing to match our smaller 21st Century force structures.
Finally, the Joint Force should seek change in weapons procurement and acquisition processes to
ensure that our procurement budget achieves maximum military power for each dollar spent. Further, the
imposition of cost-imposing strategies against potential foes and expanding strategic and operational
partnerships are called for in our adaptation to the emerging realities.
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PART II: TRENDS INFLUENCING SECURITY

The fundamental issues for the Joint Force are the long term sustainability of our current allocation of
the federal budget and how we can contribute to continued security while operating within the fiscal
constraints that are unfolding. For over six decades the U.S. has underwritten the “hidden export”

of global security for the great trading nations of the world, yet global and domestic pressures will
dramatically impact the defense budget in the face of rising debt and trade imbalances. This may
diminish this service which is of great benefit to the international community. In this world, new
security exporters may rise, each having opinions and objectives that differ from the global norms
and conventions that we have encouraged since our own emergence as a great power a century
ago. Moreover, they will increasingly have the power to underwrite their own not-so-hidden export of
military power. Unless we address these new fiscal realities we will be unable to engage in this contest
on terms favorable to our nation.

ENERGY

To meet even the conservative growth rates posited in the economics section, global energy
production would need to rise by 1.3% per year. By the 2030s, demand is estimated to be nearly 50%
greater than today. To meet that demand, even assuming more effective conservation measures, the
world would need to add roughly the equivalent of Saudi Arabia’s current energy production every
seven years.

Absent a major increase in the relative reliance on alternative energy sources (which would require vast
insertions of capital, dramatic changes in technology, and altered political attitudes toward nuclear
energy), oil and coal will continue to drive the energy train. By the 2030s, oil requirements could go
from 86 to 118 million barrels a day (MBD). Although the use of coal may decline in the Organization
for Economic Cooperation and Development (OECD) countries, it will more than double in developing
nations. Fossil fuels will still make up 80% of the energy mix in the 2030s, with oil and gas comprising
upwards of 60%. The central problem for the coming decade will not be a lack of petroleum reserves,
but rather a shortage of drilling platforms, engineers and refining capacity. Even were a concerted
effort begun today to repair that shortage, it would be ten years before production could catch up with
expected demand. The key determinant here would be the degree of commitment the United States
and others display in addressing the dangerous vulnerabilities the growing energy crisis presents.

That production bottleneck apart, the potential sources of future energy supplies nearly all present
their own difficulties and vulnerabilities. None of these provide much reason for optimism. At present,
the United States possesses approximately 250 million cars, while China with its immensely larger
population possesses only 40 million.

Peak Oil
As the figure at right shows, petroleum must continue to satisfy most of the demand for energy
out to 2030. Assuming the most optimistic scenario for improved petroleum production through

enhanced recovery means, the development of non-conventional oils (such as oil shales or tar
sands) and new discoveries, petroleum production will be hard pressed to meet the expected future
demand of 118 million barrels per day.
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Possible Future Energy Resources

Non-Organization of Petroleum Exporting Countries (OPEC) oil: New sources (Caspian Sea, Brazil,
Colombia, and new portions of Alaska and the Continental shelf) could offset declining production in
mature fields over the course of the next quarter century. However, without drilling in currently excluded
areas, they will add little additional capacity.

Oil Sands and Shale: Recently, shale gas has been the primary source of growth in technically-
recoverable natural gas resources in the U.S. Production of liquid fuels from oil sands could increase from
1MBD to over 4 MBD, but legal constraints may discourage investment. Additionally, the diversion of
already scarce water resources needed to extract energy from these formations will further limit supplies
for agriculture and other human purposes.

Natural Gas: Europe relies on Russia for one third of its natural gas imports. Uncertainty about Russia as
a reliable supplier will encourage Europe to diversify sources of supply and support the construction of
pipelines to access Central Asian gas reserves. Russia, meanwhile will seek to ensure that Central Asian
gas flows across its own pipeline network. Furthermore, Russia will diversify its own network to bypass
Central Europe and provide gas more directly to Western Europe — allowing it greater freedom to decouple
the interests of its rich customers from its close neighbors.

Biofuels: Production could increase to approximately 3 MBD- equivalent, but starting from a small base,
biofuels are unlikely to contribute more than 1% of global energy requirements by the 2030s. Moreover,
even that modest achievement could curtail the supply of foodstuffs to the world’s growing population,
which would add another National Security challenge to an already full menu.

Renewable: Wind and Solar combined are unlikely to account for more than 1% of global energy by 2030.
That figure assumes the energy from such sources will more than triple, which alone would require major
investments.

Nuclear: Nuclear energy offers one of the more promising technological possibilities, given significant
advances in safety since the 1970s. In particular, it could play a major role in replacing coal-fired plants,
and a greater supply of cheap electricity could encourage electric-powered transportation. Nevertheless,
the expansion of nuclear plants faces considerable opposition because of public fears, while the disposal
of nuclear waste remains politically controversial. Although the U.S. seems to be committing to the
development of new nuclear plants, their construction in substantial numbers will take decades.

OPEC: To meet climbing global requirements, OPEC will have to increase its output from 30 MBD to at least
50 MBD. Significantly, no OPEC nation, except perhaps Saudi Arabia, is investing sufficient sums in new
technologies and recovery methods to achieve such growth. Some, like Venezuela and Russia, are actually
exhausting their fields to cash in on the bonanza created by rapidly rising oil prices.

The Chinese are laying down approximately 1,000 kilometers of four-lane highway every year, a figure
suggestive of how many more vehicles they expect to possess, with the concomitant rise in their demand
for oil. The presence of Chinese “civilians” in the Sudan to guard oil pipelines underlines China’s concern
for protecting its oil supplies and could portend a future in which other states intervene in Africa to
protect scarce resources. The implications for future conflict are ominous, if energy supplies cannot keep
up with demand and should states see the need to militarily secure dwindling energy resources.

Another potential effect of an energy crunch could be a prolonged U.S. recession which could lead to
deep cuts in defense spending (as happened during the Great Depression). Joint Force commanders
could then find their capabilities diminished at the moment they may have to undertake increasingly
dangerous missions. Should that happen, adaptability would require more than preparations to fight the
enemies of the United States, but also the willingness to recognize and acknowledge the limitations of
America’s military forces. The pooling of U.S. resources and capabilities with allies would then become
even more critical. Coalition operations would become essential to protecting national interests.




OPEC and Energy Resources

OPEC nations will remain a focal point of great-power interest. These nations may have a vested
interest in inhibiting production increases, both to conserve finite supplies and to keep prices high.
Should one of the consumer nations choose to intervene forcefully, the “arc of instability” running from
North Africa through to Southeast Asia easily could become an “arc of chaos,” involving the military
forces of several nations.

OPEC nations will find it difficult to invest much of the cash inflows that oil exports bring. While they
will invest substantial portions of such assets globally through sovereign wealth funds — investments
that come with their own political and strategic difficulties — past track records, coupled with their
appraisal of their own military weaknesses, suggest the possibility of a military buildup. With the cost
of precision weapons expected to decrease and their availability increasing, Joint Force commanders
could find themselves operating in environments where even small, energy-rich opponents have
military forces with advanced technological capabilities. These could include advanced cyber, robotic,
and even anti-space systems.

Finally, presuming the forces propelling radical extremism at present do not dissipate, a portion of
OPEC’s windfall might well find its way into terrorist coffers, or into the hands of movements with
deeply anti-modern, anti-Western goals — movements which have at their disposal increasing numbers
of unemployed young men eager to attack their perceived enemies.
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A severe energy crunch is inevitable without a massive expansion of production and refining capacity.
While it is difficult to predict precisely what economic, political, and strategic effects such a shortfall
might produce, it surely would reduce the prospects for growth in both the developing and developed
worlds. Such an economic slowdown would exacerbate other unresolved tensions, push fragile and
failing states further down the path toward collapse, and perhaps have serious economic impact on
both China and India. At best, it would lead to periods of harsh economic adjustment. To what extent
conservation measures, investments in alternative energy production, and efforts to expand petroleum
production from tar sands and shale would mitigate such a period of adjustment is difficult to predict.
One should not forget that the Great Depression spawned a number of totalitarian regimes that sought
economic prosperity for their nations by ruthless conquest.




Energy Summary
To generate the energy required worldwide by the 2030s would require us to find an additional 1.4
MBD every year until then.

During the next twenty-five years, coal, oil, and natural gas will remain indispensable to meet energy
requirements. The discovery rate for new petroleum and gas fields over the past two decades (with the
possible exception of Brazil) provides little reason for optimism that future efforts will find major new
fields.

At present, investment in oil production is only beginning to pick up, with the result that production
could reach a prolonged plateau. By 2030, the world will require production of 118 MBD, but energy
producers may only be producing 100 MBD unless there are major changes in current investment and
drilling capacity.

By 2012, surplus oil production capacity could entirely disappear, and as early as 2015, the shortfall in
output could reach nearly 10 MBD.

Energy production and distribution infrastructure must see significant new investment if energy
demand is to be satisfied at a cost compatible with economic growth and prosperity. Efficient hybrid,
electric, and flex-fuel vehicles will likely dominate light-duty vehicle sales by 2035 and much of the
growth in gasoline demand may be met through increases in biofuels production. Renewed interest in
nuclear power and green energy sources such as solar power, wind, or geothermal may blunt rising
prices for fossil fuels should business interest become actual investment. However, capital costs in
some power-generation and distribution sectors are also rising, reflecting global demand for alternative
energy sources and hindering their ability to compete effectively with relatively cheap fossil fuels.

Fossil fuels will very likely remain the predominant energy source going forward.

FOOD

Two major factors drive food requirements: a growing global population and prosperity that expands
dietary preferences. While food shortages occur today, they are more likely to reflect politically-inflicted,
rather than natural causes. Several mitigating trends could diminish the possibility of major food shortages.

Any slowdown in the world’s population growth may reduce overall growth in demand for food, thus
easing pressure to expand and intensify agriculture. On the other hand, increased animal protein use
in countries with rapidly rising income levels will place considerable pressure on the world’s food
supply because animal production requires much greater input for calories produced. At the same
time, opposition to genetically modified foods is dissipating. As a result, there is a reasonable chance
of sparking a new “green revolution” that would expand crop and protein production sufficiently to
meet world requirements. The main pressures on sufficient food supplies will remain in countries
with persistently high population growth and a lack of arable land, in most cases exacerbated by
desertification and shortages in rainfall.
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In a world with adequate global supply, but localized food shortages, the real problems will stem
from food distribution. How quickly the world reacts to temporary food shortages inflicted by natural
disasters will also pose challenges. In such cases, the Joint Force may find itself involved in providing
lift, logistics, and occasionally security to those charged with relief operations.

Natural disease also has an impact on the world’s food supply. The Irish Potato Famine was not an
exceptional historical event. As recently as 1954, 40% of America’s wheat crop failed as a result of
black-stem disease. There are reports of a new aggressive strain of this disease (Ug99) spreading
across Africa and possibly reaching Pakistan. Blights threatening basic food crops such as potatoes
and corn would have destabilizing effects on nations close to the subsistence level. Food crises have
led in the past to famine, internal and external conflicts, the collapse of governing authority, migrations,
and social disorder. In such cases, many people in the crisis zone may be well-armed and dangerous,
making the task of the Joint Force in providing relief that much more difficult. In a society confronted
with starvation, food becomes a weapon every bit as important as ammunition.

Access to fish stocks has been an important natural resource for the prosperity of nations with
significant fishing fleets. Competition for access to these resources has often resulted in naval conflict.
Conflicts have erupted as recently as the Cod War (1975) between Britain and Iceland and the Turbot
War (1995) between Canada and Spain. In 1996, Japan and Korea engaged in a naval standoff over
rocky outcroppings that would establish extended fishing rights in the Sea of Japan. These conflicts
saw open hostilities between the naval forces of these states, and the use of warships and coastal
protection vessels to ram and board vessels. Over-fishing and depletion of fisheries and competition
over those that remain have the potential for causing serious confrontations in the future.
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WATER

As we approach the 2030s, the world’s clean water supply will be increasingly at risk. Growing populations
and increasing pollution, especially in developing nations, are likely to make water shortages more acute.
Most estimates indicate nearly 3 billion (40%) of the world’s population will experience water stress or scarcity.
Absent new technology, water scarcity and contamination have human and economic costs that are likely to
prevent developing nations from making significant progress in economic growth and poverty reduction.

Agriculture will likely remain the source of greatest demand for water worldwide, accounting for 70% of

total water usage. In comparison, industry will account for only 20%, while domestic usage will likely remain
steady at 10%. Per unit harvest yield, developed nations are more efficient than developing nations in using
available water supplies for agricultural irrigation and use far less than the 70% average. Improved agricultural
techniques could further increase the amount of land under irrigation and increase yields per unit of water used.

In short, from a global perspective, there should be more than sufficient water to support the world’s
population during the next quarter century. However, in some regions the story is quite different. The Near
East and North Africa use far more than the global average of 70% of available water dedicated to irrigation.
By the 2030s, at least 30 developing nations could use even more of their water for irrigation.

The unreliability of an assured supply of rainwater has forced farmers to turn more to groundwater in many
areas. As a result, aquifer levels are declining at rates between one and three meters per year. The impact
of such declines on agricultural production could be profound, especially since aquifers, once drained, may
not refill for centuries. Glacial runoff is also an important source of water for many countries. The great rivers
of Southeast Asia, for example, flow through India, Pakistan, China, Nepal, Thailand, and Burma, and are
fed largely from glacial meltwaters in the Himalaya Range. Construction of dams at the headwaters of these
rivers may constrict the flow of water downstream, increasing the risk of water-related population stresses,
cross-border tension, migration and agricultural failures for perhaps a billion people who rely on them.

[ Little or no water scarcity

[ Physical water scarcity
. Not estimated
B Economic water scarcity

. Approaching physical water scarcity

Physical Water Scarcity: Physical access to water is limited, or sources of water overused and overmanaged, leading to serious
water scarcity downstream.
Economic Water Scarcity: A population does not have adequate financial or political means to obtain adequate sources of water.

WORLD WATER SCARCITY

SOURCE: International Water Management Institute
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One should not minimize the prospect of wars over water. In 1967, Jordanian and Syrian efforts to dam the
Jordan river were a contributing cause of the Six-Day War between Israel and its neighbors. Today Turkish
dams on the upper Euphrates and Tigris Rivers, the source of water for the Mesopotamian basin pose
similar problems for Syria and Irag. Turkish diversion of water to irrigate mountain valleys in eastern Turkey
already reduces water downstream. Even though localized, conflicts sparked by water scarcity easily could
destabilize whole regions. Continuing crisis in Sudan’s Darfur region is an example of what could happen
on a wider scale between now and the 2030s. Indeed, it is precisely along other potential conflict fault lines
that potential crises involving water scarcity are most likely.

Whether the United States would find itself drawn into such conflicts is uncertain, but what is certain is that
future Joint Force commanders will find conflict over water endemic to their world, whether as the spark or the
underlying cause of conflicts among various racial, tribal, or political groups. Were they called on to intervene
in a catastrophic water crisis, they might well confront chaos, with collapsing or impotent social networks and
governmental services. Anarchy could prevail, with armed groups controlling or warring over remaining watet,
while the specter of disease resulting from unsanitary conditions would hover in the background.

The latter is only one potential manifestation of a larger problem. Beyond the problems of water scarcity

will be those associated with water pollution, whether from uncontrolled industrialization, as in China, or
from the human sewage expelled by the mega-cities and slums of the world. The dumping of vast amounts
of waste into the world’s rivers and oceans threatens the health and welfare of large portions of the human
race, to say nothing of the affected ecosystems. While joint forces rarely will have to address pollution
problems directly, any operations in polluted urban areas will carry considerable risk of disease. Indeed, it is
precisely in such areas that new and deadly pathogens are most likely to arise. Hence, commanders may be
unable to avoid dealing with the consequences of chronic water pollution.

Technology could mitigate the effects of water pollution. By the year 2030, advances in technology may
provide many nations with more efficient, sustainable, and affordable means of purifying and desalinating
water, providing billions of people with access to clean water and improved sanitation. The ability of

the United States and its partners to purify scarce water resources could serve to reduce the potential
for interstate friction or state collapse directly related to water scarcity. The development of a rapidly
deployable, lightweight and easily maintainable purification system that requires little infrastructure and
only modest power generation could likewise increase the effectiveness of humanitarian relief operations.
In addition to reducing both the number of forces and the time required to rebuild or improve water
infrastructure, leave-behind water-purification technology could contribute to positive views of the U.S.

CLIMATE CHANGE AND NATURAL DISASTERS

The impact of climate change, specifically global warming and its potential to cause natural disasters and
other harmful phenomena such as rising sea levels, has become a concern. Scientific conclusions about the
potential effects of climate change are contradictory, with some arguing that there will be more and greater
storms and natural disasters: others, that there will be fewer.?

Climate change is included as one of the ten trends most likely to impact the Joint Force. For example, sea
ice has been shrinking dramatically in Arctic regions each summer, and in the future this could open new
shipping routes across archipelagic Canada and Northern Russia that could dramatically shorten transit times
between Europe and Northeast Asia. Furthermore, shrinking sea ice opens new areas for natural resource
exploitation, and may raise tensions between Arctic nations over the demarcation of exclusive economic
zones and between Arctic nations and maritime states over the designation of important new waterways

as international straits or internal waters. As an early move in this new competition, in 2007 two Russian
submersibles made an unprecedented dive 2.5 miles to the arctic sea floor, where one ship dropped a titanium
capsule containing a Russian flag. Retreating ice creating access to previously unavailable natural resources is
but one example of potential security challenges that did not exist in the past.
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2Kerry Emanuel, Ragoth Sundaraarajan, and John Williams, “Hurricanes and Global Warming,” Bulletin American Meteorological Society, March 2008, pp. 347-367.




Global sea levels have been on the rise for the past 100 years. Some one-fifth of the world’s population
as well as one-sixth of the land area of the world’s largest urban areas are located in coastal zones less
than ten meters above sea level. Furthermore, populations in these coastal areas are growing faster than
national averages. In places such as China and Bangladesh, this growth is twice that of the national
average.?® Should global sea levels continue to rise at current rates, these areas will see more extensive
flooding and increased saltwater intrusion into coastal aquifers upon which coastal populations rely,
compounding the impact of increasing shortages of fresh water. Additionally, local population pressures
will increase as people move away from inundated areas and settle farther up-country.

In this regard, tsunamis, typhoons, hurricanes, tornadoes, earthquakes and other natural catastrophes
have been and will continue to be a concern of Joint Force commanders. In particular, where natural
disasters collide with growing urban sprawl, widespread human misery could be the final straw that
breaks the back of a weak state. Furthermore, if such a catastrophe occurs within the United States itself
- particularly when the nation’s economy is in a fragile state or where U.S. military bases or key civilian
infrastructure are broadly affected - the damage to U.S. security could be considerable. Areas of the U.S.
where the potential is great to suffer large-scale effects from these natural disasters are the hurricane-
prone areas of the Gulf and Atlantic coasts, and the earthquake zones on the west coast and along the
New Madrid fault. In the 2030s, as in the past, the ability of U.S. military forces to relieve the victims of
natural disasters will impact the reputation of the United States in the world. For example, the contribution
of U.S. and partner forces to relieve the distress caused by the catastrophic Pacific tsunami of December
2004 reversed the perceptions of America held by many Indonesians. Perhaps no other mission performed
by the Joint Force provides so much benefit to the interests of the United States at so little cost.

PANDEMICS

One of the fears haunting policy makers is the appearance of a pathogen, either manmade or natural,
able to devastate mankind, as the “Black Death” did in the Middle East and Europe in the middle of the
Fourteenth Century. Within barely a year, approximately a third of Europe’s population died. The second-
and third-order effects of the pandemic on society, religion, and economics were devastating. In effect,
the Black Death destroyed the sureties undergirding Medieval European civilization.

It is not likely that a pandemic on this scale will devastate mankind over the next two decades. Even
though populations today are much larger and more concentrated, increasing the opportunities for a
new pathogen to spread, the fact that mankind lives in a richer world with greater knowledge of the
world of microbes, the ability to enact quarantines, a rapid response capability, and medical treatment
suggest that authorities could control even the most dangerous of pathogens. The crucial element in any
response to a pandemic may be the political will to impose quarantine.

The rapid identification and response to the 2009 H1N1 flu strain and the rapid termination of the 2003
Severe Acute Respiratory Syndrome (SARS) pandemic illustrate the seriousness with which medical
authorities view these. In the case of SARS, after initial reports surfaced from East Asia in February of an
atypical respiratory disease, medical authorities reported more than 8,000 cases in 30 different countries.
The disease itself was highly contagious and life-threatening: almost 10% of reported cases died.
However, once doctors identified the disease, the combined efforts of local, national, and international
authorities contained it within five months. Newly reported cases increased rapidly in March and April
2003, peaked in early May, and rapidly declined thereafter.

The H1N1 and SARS examples do not mean, however, that the threat of social disorder or disruption
originating from a viral source requiring Joint Force capabilities is nonexistent. A repetition of the 1918
influenza pandemic, which led to the deaths of millions world-wide, would have the most serious
consequences for the United States and the world politically as well as socially. The dangers posed by
the natural emergence of a disease capable of launching a global pandemic are serious enough, but the
possibility exists also that a terrorist organization might acquire a dangerous pathogen.

28cience Daily, quoting authors of IEEE report, Gordon McGranahan and Bridget Anderson.
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The deliberate release of a deadly pathogen, especially one genetically engineered to increase its lethality
or virulence, would present greater challenges than a naturally occurring disease like SARS. While the
latter is likely to have a single point of origin, terrorists could seek to release the pathogen at several
different locations in order to increase the rate of transmission across a population. This would seriously
complicate both the medical challenge of bringing the disease under control and the security task of fixing
responsibility for its appearance.

The implications for the Joint Force of a pandemic as widespread and dangerous as that of 1918 would
be profound. American and global medical capabilities would soon find themselves overwhelmed. If the
outbreak spreads to the United States, the Joint Force might have to conduct relief operations in support
of civil authorities that, consistent with meeting legal prerequisites, could go beyond assisting in law
enforcement and maintaining order. Even as Joint Force commanders confronted an array of missions,
they would also have to take severe measures to preserve the health of their forces and protect medical
personnel and facilities from public panic and dislocations. Thucydides captured the moral, political, and
psychological dangers that a global pandemic would cause in his description of the plague’s impact on
Athens: “For the catastrophe was so overwhelming that men, not knowing what would happen next to
them, became indifferent to every rule of religion or of law.”

CYBER

The pace of technological change is accelerating exponentially. If the pace of technological advancement
continues, greater change will occur over the next twenty years than occurred in the whole of the Twentieth
Century. The key will be the use to which these technologies are put. In many ways the world of 2030 could
appear nearly as strange to us today as the world of 2000 would have to an observer from 1900.

The advances in communication and information technologies will significantly improve the capabilities of the
Joint Force. Global information networks enabled by wireless and broadband technologies will link deployed
forces to supporting assets at home. Deployed forces will be able routinely to access analysis, research,
computation and planning capabilities located outside the theater. Joint forces will conduct globally-

ranging cyber warfare, either as independent operations or in support of deployed units, manipulating or
overwhelming adversary systems. The creation of virtual models of potential operational areas will allow the
Joint Force to train and plan for those environments. Much as flight simulators allow pilots to refine flight
skills, immersive training environments could allow future joint forces to practice key operational tasks.

Cyberspace permeates nearly every aspect of societies from personal computers and cell phones to
networked transportation and inventory systems. Our society’s very way of life has come to depend
fundamentally on the use of cyberspace. In much the same way that we depend on our highways and

the oceans, we rely on networks pieced together through the electromagnetic spectrum to conduct
business, purchase goods, entertain ourselves, and run our basic utilities. Our ability to maneuver freely in
cyberspace amplifies all instruments of national power. In fact, our ability to maneuver in cyberspace is an
emerging instrument of power itself.

Many of those same advances also will be available to America’s opponents, who will use them to attack,
degrade, and disrupt communications and the flow of information. It is also essential that the Joint Force
be capable of functioning in a hostile information environment, so as not to create an Achilles’ heel by
becoming too network dependent.

Cyberspace represents an avenue of great national opportunity, but is also a major source of critical
strategic challenges. Low barriers to entry coupled with the anonymous nature of activities in cyberspace
greatly broaden the list of potential adversaries. Furthermore, the globe-spanning range of cyberspace
and its disregard for national borders challenge our legal system and complicate our ability to deter threats
and respond to contingencies. The first months of 2009 highlighted this emerging vulnerability as media
reported on the presence of potential adversaries on our power grids, via cyberspace.

%Thucydides, History of the Peloponnesian War, trans. by Rex Warner (London: Penguin Books, 1954) p. 155.




With the availability of so much open source material, cyber security will not just be compromised by
adept hacking, but also through the systematic analysis of the activities of many millions of Internet
users. The internet has evolved from the simple repository of information into a powerful social
networking tool. Individuals are adding vast amounts of data, including lifelogs, blogs, and social
networking information (Web 2.0) while computers are beginning to be able to understand, analyze,

and interpret patterns within this mountain of data (Web 3.0). The open and free flow of information
favored by the West will allow adversaries an unprecedented ability to gather intelligence. Other nations
without the legal and cultural restraints found in the U.S. may excel at capturing, assessing, or even
manipulating this information for military purposes as an aid to waging the “Battle of Narratives.”

The graphic below illustrates the growth of the number of calculations per second per unit cost over
time. The pace of technological change in computing is accelerating at an exponential, rather than linear
rate, transcending the specific method of computation. From punch cards to electromechanical relays,
from vacuum tubes to transistors, from integrated circuits to future spintronics and quantum computers,

the exponential growth of computing power continues. Because people tend to view change in a linear
fashion, the implication of this trend means that we often overestimate what is achievable by technology
in the short term, while dramatically underestimating and discounting the power and capabilities of
computing power in the longer term.
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PART II: TRENDS INFLUENCING SECURITY

Addressing the cyber threat is no small challenge. Cyber threats will demand new approaches to
managing information, securing information systems, and ensuring our ability to operate through attack.
As we seek to address the threats from cyberspace, Joint Force personnel must always understand
that every networked computer is on the front line. Everyone who logs on is a cyber defender first.
There are no “protected zones” or “rear areas” because all are equally vulnerable. Finally, future growth
in intelligence, planning, and operations requirements emphasizes an increasing need to act and react
at machine, not human, speeds. While progress toward defining requirements and advocating for
Service cyberspace forces has been made, cyber threats will demand a new mindset to ensure agility in
adapting to new challenges.

With very little investment, and cloaked in a veil of anonymity, our adversaries will inevitably attempt

to harm our national interests. Cyberspace will become a main front in both irregular and traditional
conflicts. Enemies in cyberspace will include both states and non-states and will range from the
unsophisticated amateur to highly trained professional hackers. Through cyberspace, enemies will target
industry, academia, government, as well as the military in the air, land, maritime, and space domains.

In much the same way that airpower transformed the battlefield of World War 1l, cyberspace has
fractured the physical barriers that shield a nation from attacks on its commerce and communication.
Indeed, adversaries have already taken advantage of computer networks and the power of information
technology not only to plan and execute savage acts of terrorism, but also to influence directly the
perceptions and will of the U.S. Government and the American population.

¢ Connectivity to the home (or node in military networks) grows by 50% a year. Therefore by 2030,
people will have about 100,000 times more bandwidth than today.

* The computing capacity available to the average home will be a computer that runs at a
rate of one million times faster than a computer today (2.5 petabytes vs. 2.5 gigabytes). A typical home
computer would be capable of downloading the entirety of today’s Library of Congress (16 terabytes),
in 128 seconds — just over two minutes’ time. The technical capacity of the telegraph in 1900, was
some 2 bits per second across continental distances, meaning that same Library of Congress would
have required a transmission time of 3,900 years.

¢ An iPod today can hold some 160 gigabytes of data, or 160,000 books. The iPod of 2020
could potentially hold some 16 terabytes of information — essentially the entire Library
of Congress

SPACE

Over the past several decades, the United States has enjoyed significant advantages in the use of space

for military and commercial purposes. Hitherto the domain of superpowers, space technology has become
increasingly available to any country or multinational corporation with pockets deep enough to fund the
research or acquire the technology and place it in orbit. Furthermore, the increasing proliferation of launch
and satellite capabilities, as well as the development of anti-satellite capabilities have begun to level the
playing field. Other countries will be able to develop or acquire satellites for their own commercial and defense
interests similar to ongoing efforts by Japan, China, India, Israel, and Iran. Moreover, timely high-resolution
imagery of much of the globe is already available. This has empowered not only states, but also citizens who
have, for example, used such imagery to identify hundreds of facilities throughout North Korea. As a result,
the future Joint Force commander will not be able to assume that his deployments and operations will remain
hidden; rather, they will be exposed to the scrutiny of both adversaries and bystanders.




Moreover, challenges to free access to space are growing. The U.S. relies heavily on space-based assets to
observe the operating environment and orient far-flung forces at global distance in highly distributed networks.
This dependence creates both advantage and vulnerability.

China’s 2007 successful test of a direct-ascent anti-satellite weapon sent shock waves throughout the
international community and created tens of thousands of pieces of space debris. Then in 2009, a commercial
telecommunications satellite was destroyed in a collision with a defunct Russian satellite, raising further
concerns about the vulnerability of low-earth orbit systems. These events and others highlight the need to
protect and operate our space systems in an increasingly contested and congested orbital environment. The
relative vulnerability of space assets plus our heavy reliance on them could provide an attractive target for a
potential adversary.

March 1999 Hackers attack UK satellite

March 2003 Irag jams GPS signals during Operation Iragi Freedom
July 2003 Voice of America broadcasts to Iran jammed
September 2006 China attempts to blind US satellites with laser
Extended

) ) Libya jams mobile satellite communications
periods in 2006

January 2007 China destroys inactive weather satellite, creating a wide field of debris

February 2009 Russian and American satellites collide in orbit

DEGRADATION OF SPACE SYSTEMS

This situation begs for increased protection capabilities that include rapid systems replenishment,
hardening, redundancy, active prevention and denial measures, and nhonmaterial solutions to enable our
nation to detect and respond to any space threat contingency. The implications are clear: the Joint Force
commander must be poised to anticipate, protect, and act to ensure the space assets that allow the Joint
Force to operate around the world are available during critical periods.

CONCLUSION

The previous discussion outlined the major trends that are likely to influence the security environment for
the next quarter century. These individual trends, whether they adhere to predictions or not, will combine

in ways that form broader and more robust contexts that will define the world in which the Joint Force will
operate in the future. By understanding the trends and resultant contexts, Joint Force leaders have a way
to appreciate their implications and to identify some key indicators to watch along the way. This provides a
means of assessing our assumptions and predictions, and our progress towards building and operating the
Joint Force to meet the future. What follows then is a discussion of the contextual world of the 2030s.
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Contexts of conflict and war are the environment created by the confluence of major trends. Contexts

illuminate why wars occur and how they might be waged.” -Colin Gray

PART IIl: THE CONTEXTUAL WORLD

COOPERATION AND COMPETITION AMONG

CONVENTIONAL POWERS

Despite serious challenges to international stability by unconventional powers using a variety of
tools and methods, cooperation and competition among conventional powers will continue to be a
primary operational context for the Joint Force for the next 25 years. For the purpose of the Joint
Operating Environment, a “conventional power” is an organization that is governed by, and behaves
according to, recognized norms and codes — conventions. Such institutions may be political (the
state), financial, judiciary, business and economic, academic, and many more. Conventions may
include, but are not limited to, the Geneva Convention, the Law of Armed Conflict, United Nations
Resolutions, National and International Law, international trade agreements, diplomatic alliances,
and monetary and banking conventions. These are groups that are broadly recognized as being
legitimate actors, behaving according to recognized rule sets.

The state will continue to be the most powerful international actor. It has become popular to suggest
that the era of states is coming to an end. In fact, states, in one form or another, have been the
order of human affairs for centuries. The chaos in places such as Somalia and Sierra Leone, where
the state’s structure has been dysfunctional for periods of time, is further testimony to the utility of

a working state. The power of states will vary dramatically from culture to culture, region to region
but will mutate and adapt to the international environment’s changing conditions as a centralized
mechanism through which power is organized and which provides the internal and external security
required by its citizens. Some aspects of globalization, and the related rise of non-state powers, will
pose difficulties to states in their efforts to preserve their status, but the state will endure as a major
power broker into the 2030s.

In the next 25 years, the relative balance of power between states will shift, some growing faster than
the United States and many states weakening relative to the United States. The variables that affect
the growth of states range from wars to the effectiveness of political leaders, economic realities,
ideological preconceptions, and ethnic and religious forces. All will to some extent influence the
course of future events. Recognizing that reality, present trends suggest that the era of the United
States as the sole superpower may be coming to an end.

While China’s rise represents the most significant single event on the international horizon since the
collapse of the Soviet Union, it is not the only story. Steady, if not rapid, economic growth appears to
be the norm for much of the world over the coming decades, providing that sufficient energy remains
available to fuel that growth and the financial crisis can be resolved. Russia and India are both likely
to become richer, although Russia’s strength is fragile, resting as it does on unfavorable demographic
trends, a single-commodity economy based on hydrocarbon extraction, and a lack of serious
investment in repairing its crumbling infrastructure.
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Indeed, the story around the globe is one of substantial potential rearmament. While the rise of Nigeria,
Turkey, Brazil, Vietnam, and Egypt may not be as dramatic as what is happening in South and East Asia,
their increasing power is, and will be, remarkable. Although these nations are unlikely to be able to field
globally deployable forces, they are in a position to build military forces that will be used to influence events
in their regions and will feature significantly in U.S. considerations in their respective areas.

The critical issue will lie in national will. What has mattered most in the past has been the intent and national
goals of states. In the 1930s, the democracies of Western Europe and the United States possessed the
economic strength to build a force to crush Hitler’s rising Germany, but chose not to rearm, even in light

of this very clear threat. The great question confronting Europe is whether some impending threat — an
aggressive and expansionist hegemon, competition for resources, the internal stress of immigration, or
violent extremism — will inspire them to raise a larger armed force to preserve their security.

It is also conceivable that combinations of regional powers with sophisticated capabilities could band
together to form a powerful anti-American alliance. It is not hard to imagine an alliance of small, cash-rich
countries arming themselves with high-performance long-range precision weapons. Such a group could
not only deny U.S. forces access into their countries, but could also prevent American access to the global
commons at significant ranges from their borders.

Not all conventional organizations will be states. Many transnational organizations will also behave
according to a recognized set of conventional rules. Samuel Huntington describes the activity of these
groups in this way:

Transnational organizations try to ignore sovereignty. While national representatives and
delegations engage in endless debate at U.N. conferences and councils, the agents of
transnational organizations are busily deployed across the continents, spinning the webs that
link the world together.?

In this environment, the U.S. must strive to use its tremendous powers of inspiration, not just its powers of
intimidation.?” How America operates in this world of states and other conventional powers will be a major
factor in its ability to project its influence and soft power beyond the long shadow cast by its raw military
power. It will remain first among equals because of its military, political and economic strengths. However,
in most endeavors it will need partners, whether from traditional alliances or coalitions of the willing. Thus,
the United States will need to sharpen its narrative of the unique vision we offer to the world and to inspire
like-minded partners to strive and sacrifice for common interests. Alliances, partnerships, and coalitions will
determine the framework in which Joint Force commanders operate. This will require diplomacy and cultural
and political understanding, as well as military competencies. Here, the example that Dwight Eisenhower
displayed as overall commander of Allied Forces that invaded Europe is particularly useful for future U.S.
military leaders.

POTENTIAL FUTURE CHALLENGES

China

The Sino-American relationship represents one of the great strategic question marks of the next twenty-

five years. Regardless of the mixture of cooperation and confrontation that characterizes the Sino-American
relationship, China will become increasingly important in the considerations and strategic perceptions of Joint
Force commanders.
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The course that China takes will determine much about
the character and nature of the 21st Century - whether

it will be “another bloody century,”?® or one of peaceful
cooperation. The Chinese themselves are uncertain as

to where their strategic path to the future will lead. Deng

Xiaoping’s advice for China to “disguise its ambition and
hide its claws” may represent as forthright a statement as the
Chinese can provide. What does appear relatively clear is that
the Chinese are thinking in the long term regarding their strategic
course. Rather than emphasize the future strictly in military terms,
they seem willing to see how their economic and political relations
with the United States develop, while calculating that eventually their
growing strength will allow them to dominate Asia and the Western Pacific.

History provides some hints about the challenges the Chinese confront in adapting

to a world where they are on a trajectory to become a great power. The continuities

of Chinese civilization reach back to a time when the earliest civilizations in the Nile and the

Mesopotamian valleys were emerging. But those continuities and the cultural power of China’s civilization
have also provided a negative side: to a considerable extent they have isolated China from currents and
developments in the external world. Much of its Twentieth Century experience had further exacerbated that
isolation. The civil wars between the warlords and the central government and between the Nationalists and
Communists, the devastating invasion and occupation of the 1930s and 1940s by the Japanese, and the
prolonged period of China’s isolation during Mao’s rule further isolated China.

Yet, one of the fascinating aspects of China’s emergence over the past three decades has been its efforts
to learn from the external world. This has been neither a blatant aping of the West nor an effort to cherry
pick ideas from history or Western theoretical writings on strategy and war, but rather a contentious debate
to examine and draw lessons from the West’s experience. Two historical case studies have resonated with
the Chinese: the Soviet Union’s collapse and the rise of Germany in the late Nineteenth and early Twentieth
Centuries. These case studies, written in a series of books, were also made into documentary films that
constitute one of the most popular shows on Chinese television.

From the case of the Soviets the Chinese have drawn the lesson that they must not pursue military
development at the expense of economic development. That is the path Deng laid out in the late 1970s and
one which they have assiduously followed. Indeed, if one examines their emerging military capabilities in
intelligence, submarines, cyber, and space, one sees an asymmetrical operational approach that is different
from Western approaches, one consistent with the classical Chinese strategic thinkers.

There are interesting trends in the People’s Liberation Army (PLA). The Party has ceded considerable autonomy
to the military, allowing the PLA’s generals and admirals to build a truly professional force. This has led to a
renaissance in military thinking, one that draws not only from the classics of Chinese writings but also from an
extensive examination of Western literature on history, strategy, and war. The internal consensus seems to be
that China is not yet strong enough militarily and needs to become stronger over the long term. But the debate
extends also to issues on China’s strategic and operational choices: Should it be offensive or defensive?
Should it have a continental or maritime focus, or a mixture of the two? How can the PLA best protect the
nation’s emerging global interests?

The Chinese are interested in the strategic and military thinking of the United States. In the year 2000,

the PLA had more students in America’s graduate schools than the U.S. military, giving the Chinese a
growing understanding of America and its military. As a potential future military competitor, China would
represent a most serious threat to the United States, because the Chinese could understand America and
its strengths and weaknesses far better than Americans understand the Chinese. This emphasis is not
surprising, given Sun Tzu’s famous aphorism:
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Know the enemy and know yourself; in a hundred battles you will never be in peril. When you
are ignorant of the enemy, but know yourself, your chances of winning or losing are equal. If
ignorant both of your enemy and of yourself, you are certain in every battle to be in peril.?®

In the Second World War and the Cold War, victory by the Allies was achieved in part by the thorough
understanding of their opponents, who remained relatively ignorant of the United States and its strengths.
The Chinese are working hard to ensure that if there is a military confrontation with the United States
sometime in the future, they will be ready.

Chinese discussions exhibit a deep respect for U.S. military power. There is a sense that in certain areas,
such as submarine warfare, space, and cyber warfare, China can compete on a near equal footing

with America. Indeed, competing in these areas in particular seems to be a primary goal in their force
development. One does not devote the significant national treasure required to build nuclear submarines
for coastal defense. The emphasis on nuclear submarines and an increasingly global Navy in particular,
underlines worries that the U.S. Navy possesses the ability to shut down China’s energy imports of oil, 80%
of which goes through the straits of Malacca. As one Chinese naval strategist expressed it: “the straits of
Malacca are akin to breathing - to life itself.”

Chinese writers on military and strategic subjects seem to be in agreement that there is a window of
opportunity that will last to the 2020s, during which China can focus on domestic economic growth and
expanded trade with the world to make it a truly great power. China is investing significantly in

human and physical capital. Indeed, skilled Chinese engineers, technicians, and scientists are deeply
involved in scientific discovery around the world and in building the infrastructure upon which its

future prosperity and global integration might be built. Above all, the Chinese are objective about their
weaknesses as well as their strengths and general prospects for the future.

Asia 60%

CHINESE OVERSEAS INVESTMENT

SOURCE: Deutsche Bank
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What then are the potential courses that China might follow? The challenges that Chinese leadership
confronts at present are enormous, and an unsuccessful China is perhaps more worrisome than a
prosperous one. China is confronting major internal problems that could have an impact on its strategic
course. The country will face increasing demographic pressures as its population ages. Due to its “one child”
policy, China may grow old before it grows rich. Furthermore, a cultural preference for male heirs will create a
surplus male population nearing 30 million by 2020. With a birth rate below replacement levels of 2.1 children
per mother, China faces a “4-2-1 problem” with four grandparents having two children and one grandchild, a
demographic profile that makes inter-generational pension programs impossible to finance.

Urbanization, pollution on a monumental scale, water shortages, and the possible responsibility to protect
a growing ethnic diaspora in places such as Siberia or Indonesia represent realities the Chinese leadership
cannot easily dismiss. Over the course of its history, internal stability and the threat of foreign invasions
have represented the twin political and strategic challenges that Chinese governments have confronted.
Moreover, as recent events in Tibet and with the Uyghurs suggest, tensions between the minorities and
the central government in Beijing have been building. Yet with China’s approach to strategy, there is
considerable sophistication in the leadership’s understanding of its internal problems.

Taiwan is a wild card. Here the picture is unclear. A reunification might bring with it the spread of
democratic ideals to the mainland and a weakening of the Party’s grip on an increasingly educated and
sophisticated population.

Russia

Russia’s future remains as uncertain as its past has been tragic. The world has watched its decline from
one of the world’s most heavily populated nations in 1914. Blessed with overwhelming stocks of natural
resources and rapid growth through industrialization, Russia instead tread a path to dissipation and
collapse in the catastrophes of World War | (3-4 million military and civilian dead), civil war (5-8 million),
man-made famines (6-7 million), purges (2-3 million), and World War Il (27 million), accompanied by sixty
years of “planned” economic and agricultural disasters. The 1990 implosion of the Soviet Union marked a
new low point, one that then-President Vladimir Putin decried as “the greatest geopolitical catastrophe of
the century.”

With the collapse of the Soviet Union, Russia lost the lands and territories it had controlled for the better
part of three centuries. Not only did the collapse destroy the economic structure that the Soviets created,
but the weak democratic successor regime proved incapable of controlling the criminal gangs or creating
a functioning economy. Moreover, the first attempt by the Russian military to crush the rebellion in
Chechnya foundered in a sea of incompetence and faulty assumptions. Since 2000, Russia has displayed
a considerable recovery based on Vladimir Putin’s reconstitution of rule by the security services — a move
most Russians have welcomed — and on the influx of foreign exchange from Russia’s production of
petroleum and natural gas. How the Russian government spends this revenue over the long term will play
a significant role in the kind of state that emerges. The nature of the current Russian regime itself is also
of concern. To a considerable extent, its leaders have emerged from the old KGB, suggesting a strategic
perspective that bears watching.

At present, Russian leaders appear to have chosen to maximize petroleum revenues without making the
investments in oil fields that would increase oil and gas production over the long term. With its riches in

oil and gas, Russia is in a position to modernize and repair its ancient and dilapidated infrastructure and
to improve the welfare of its long suffering people. Nevertheless, the current leadership has displayed little
interest in such a course. Instead, it has placed its emphasis on Russia’s great power status. For all its
current riches, the brilliance of Moscow’s resurgence, and the trappings of military power, Russia cannot
hide the conditions of the remainder of the country. The life expectancy of Russia’s male population, 59
years, is 148th in the world and places the country somewhere between East Timor and Haiti.




Perhaps more than any other nation Russia has reason to fear the international environment, especially
considering the invasions that have washed over its lands. There are serious problems: in the Caucasus
with terrorists; in Central Asia where the stability of the new oil-rich nations is seriously in question; and in

the east where the Chinese remain silent, but increasingly powerful, on the borders of eastern Siberia. In 2001,
Russia and China agreed to demarcate the 4,300 mile border between them. However, demographic pressures
across this border are increasingly tense as ethnic Russians leave (perhaps as many as a half million in the
2000-2010 time frame, or 6% of the total population) and ethnic Chinese immigrate to the region. Estimates of
the number of ethnic Chinese in Siberia range from a low of about 480,000 (or less than 6% of the population)
to more than 1 million (or nearly 12%). Russia must carefully manage this demographic transition to avoid ethnic
tensions that could erupt into a cross border conflict with China.

Russia is playing a more active but less constructive role across the Black Sea, Caucasus, and Baltic regions.
Russian involvement in each of these areas has its own character, but they have in common a Russia that is
inserting itself into the affairs of its much-smaller neighbors. In each, Russia plays on ethnic and national tension
to extend its influence in its “near abroad.”

In the Caucasus region, especially Georgia and its Abkhazian and South Ossetian provinces, Russia has
provided direct support to separatists. In other cases, such as the conflict between Armenia and Azerbaijan or
in the Trans-Dnestrian region of Moldova, Russia provides indirect support to keep these conflicts simmering.
These conflicts further impoverish areas in dire need of investment and productive economic activity. They
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lay astride new and vulnerable routes to access the oil of the Caspian Basin and beyond. They encourage
corruption, organized crime, and disregard legal order and national sovereignty in a critical part of the
world. In the future, they could exacerbate the establishment of frameworks for regional order and create a
new “frontier of instability” around Russia.

Indeed, while many of its European neighbors have almost completely disarmed, Russia has begun a
military buildup. Since 2001, the Russians have quadrupled their military budget with increases of over
20% per annum over the past several years. In 2007, the Russian parliament, with Putin’s enthusiastic
support, approved even greater military appropriations through 2015. Russia cannot recreate the military
machine of the old Soviet Union, but it may be attempting to make up for demographic and conventional
military inferiority by modernizing. Russia’s failure to diversify its economy beyond oil and natural gas,
together with its accelerating demographic collapse, will create a Russia of greatly decreased political,
economic, and military power by the 2020s.

One of the potential Russias that could emerge in coming decades could be one that focuses on regaining
its former provinces in the name of “freeing” the Russian minorities in those border states from the ill-
treatment they are supposedly receiving. The United States and its NATO allies would then confront the
challenge of summoning up sufficient resolve and deterrence to warn off such a Russia.

—
-."“‘ Lomenosov Ridge

Agreed Borders

e+« oo« Equidistant Border

Russian Claimed Territory

- Lomonosov Ridge

== == == 200-Mile Line

PART 11l THE CONTEXTUAL WDRLD

SOURCE: University of Durham, UN Marum



The Pacific and Indian Oceans

The rim of the great Asian continent is home to a number of states with significant nuclear potential. China
and Russia are members of the Nuclear Nonproliferation Treaty (NPT) and have significant nuclear arsenals
at their command. India and Pakistan have demonstrated the capacity to detonate nuclear devices, possess
the means to deliver them, and are not party to the NPT, while others such as North Korea and Iran are
pursuing nuclear weapons technology (and the means to deliver them) as well. Several friends or Allies of
the United States, such as Japan and South Korea are highly advanced technological states and could
quickly build nuclear devices if they chose to do so. While the region appears stable on the surface, political
clefts exist. There are few signs that these divisions, which have deep historical, cultural, and religious roots,
will be mitigated.

Not all of Asia’s borders are settled. China, Japan and Russia have simmering territorial disputes over
maritime boundaries, while dem